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Abstract—Quantum computers are considered a blessing to
the dynamic technological world that promises to solve complex
problems much faster than their known classical counterparts.
Such computational power imposes critical threats on modern
cryptography where it has been proven that asymmetric key
cryptosystem will be rendered useless in a quantum world. How-
ever, we can utilize such a powerful mechanism for improving
computer security by implementing such technology to solve
complex data security problems such as authentication, secrets
management, and others. Mainly, Quantum Authentication (QA)
is an emerging concept in computer security that creates robust
authentication for organizations, systems, and individuals. To
delve deeper into the concept, for this research, we have further
investigated QA through a detailed systematic literature review
done on a corpus of N = 859 papers. We briefly discuss the
major protocols used by various papers to achieve QA, and also
note the distribution of papers using those protocols. We analyzed
the technological limitations mentioned by previous researchers
and highlighted the lack of human-centered solutions for such
modern inventions. We emphasize the importance of research in
the user aspect of QA to make the users aware of its potential
advantages and disadvantages as we move to the quantum age.

Keywords— Authentication, Quantum Authentication, Human
Factors, Systematic Literature Review.

I. INTRODUCTION

The notion of introducing a new form of computing, different from
the classical Turing Machine [1], came from the requirements which
modern-day computers fail to meet [2]. Feynman pointed out a n-
body system which comprises of 2" parameters, and as n grows
large, the problem becomes intractable in classical computers [3].
They first argued for a device that will work at the quantum level
and will be able to overcome the drawbacks of classical computers.
Such a device that explicitly uses quantum phenomena, such as
superposition, entanglement, is called a Quantum Computing.

Other researchers also pointed out the differences based on energy
usage in addition to the computational differences (speed, accuracy,
and others) between quantum computing and classical devices. Lan-
dauer showed that every bit of information loss causes a dissipation
of kT'ln2 amount of heat, where k is the Boltzmann Constant, and T’
is the temperature in absolute scale [4]. Bennett later showed that the
heat loss could be avoided if the computation is reversible [5] and
quantum computing complies with the reversible proposal. Further-
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more, in recent times, as the size of the chips in a classical device
are made smaller for optimal space and design architecture, quantum
effects such as Tunnelling is coming into action, which hinders
multiple functional and computational tasks [0]. Tunnelling refers
to the non-zero probability that any quantum particle has of crossing
a potential barrier [7]. Therefore, this hinders lowering the chips’
size further, which is a constraint for classical computers compared
to quantum computing.

The efficiency of quantum computers is dependent not only on the
mechanics it is following but also on how scientists and technologists
can utilize specific quantum phenomena such as Superposition [8]
and Entanglement [9], [10], which are not observed in the classical
computing realm [11], [12] (explained in detail in section II). Initial
research, which showed speedup of quantum algorithms over classical
algorithms [2], [13], [14], primarily focused on toy problems, and
therefore did not attract much interest of researchers. However, two
significant breakthroughs in the research of quantum speedup came
when - (i) Shor designed a quantum algorithm to solve prime factor-
ization and discrete logarithm in polynomial time [15], and (ii) Grover
designed a quantum algorithm which provided quadratic speedup for
NP-Complete problems [16]. While the second one is of theoretical
interest, the algorithm by Shor immediately implied that public key
encryption such as RSA or Elliptic Curve Cryptography (ECC) could
be broken efficiently using a quantum computer. Therefore, we came
across imminent online security threats with the emergence and
digital evolution of quantum computing [17].

With technological evolution in the quantum computing realm, it
became apparent that if the key sharing can be made secure, then
private vital cryptosystems such as Advanced Encryption Standard
(AES), Data Encryption Standard (DES) will remain secure under
quantum attack and can be used for the security purpose [18]. The
inability of an eavesdropper to copy a quantum state [19], or even
measure it without disturbing the information content [6] comes
as a blessing for security in the quantum world. The pioneering
research by Bennett was followed by several others that used quantum
algorithms for the design of secure key distribution [20], [21] through
Quantum Key Distribution (QKD), Quantum Secret Sharing (QSS),
Blind Quantum Computation (BQC), and other concepts. A dual no-
tion of security is the authentication of the sender in a communication.

In addition to the threat to modern-day cryptography, we see, on
the user side, the digital presence of internet users has increased
exponentially [22]. As a result, security attacks and threats have
increased to a considerable amount, leading to 76% of global orga-
nizations reporting Phishing attacks in 2017 alone [23]. Additionally,
with the advent of the COVID-19 pandemic and stay-at-home order,
the phishing attacks in the last quarter of 2020 has been doubled
since their prior years [24]. As a solution, authentication becomes
the primary backbone for online applications and services to provide
secure digital interactions for users [25], [26], [27]. Traditional single-
factor authentication, such as Passwords, dominated the authentica-
tion system design for a long time [28]. However, under the increasing



complexity of threats on the internet, password, and pass-the-hash
(password hash or authentication token) [29] is susceptible to several
security vulnerabilities [30].

Thus, we cannot rely on a single-factor of authentication for
mission-critical sectors such as finance, health care, government, and
others [31]. Several solutions have been proposed to perform secure
identity and access management (IAM), including graphical pass-
word, biometrics [32], hardware tokens [33], [34], visual tokens [35]
etc. that are capable to replace traditional single-factor password
authentication [36], [37], [38]. Researchers have even proposed to
enhance password strength [39], [40] or enhance the usability of
Multi-Factor Authentication (MFA) [41], [42], [43], [44]. However
all such methods can be ineffective due to lack of human focused
solutions [45], [46], [47], [48]. Lack of user focused research is
constantly noticed in computer security [49], [50], [43]. Additionally,
we see a new trend on studying, implementing, and expanded
the authentication protocols through quantum computing [51], [52],
however, it is important to note the relevance of such advancement
both from technological and user side.

In that regards, in this paper we discuss about Quantum Authen-
tication (QA) protocols and the use of Quantum Key Distribution
(QKD), Quantum Secret Sharing (QSS), Blind Quantum Computing
(BQC) and some other techniques for their implementation [53], [54],
[55], [56], [57]. Prior to this, Crowford and Atkin studied the current
and future research directions on QA [58]. However, discussing about
quantum computing as a solution, though a fair amount of research
is focusing on QA, our aim was to analyze if we are focusing on the
user side of QA at all. To aid this we conducted a systematic literature
survey on a corpus of N = 859 papers collected from ACM digital
library, Google Scholar, Scopus, and IEEE Xplore. To our dismay,
we found that none of the papers discusses the user side of QA or
does any user study to evaluate the impact of the implementation
of such authentication protocol. We acknowledge that we are still
looking for technical feasibility for most of these solutions proposed,
however forgoing the user side is extremely harmful as we see from
prior research. Thus, we propose for further research on the human-
centered component to enhance the effectiveness of such solutions.

Our paper presents a brief overview of related works in the
quantum computing domain in Section II. Section III details the
methodology followed in our systematic review, where we detail the
data collection and screening procedure. This section is followed by
the Findings in Section IV that details the quantum authentication,
key distribution, entanglement, secret sharing, and other concepts
introduced by the studied papers. After that, we discuss the impor-
tance of the user aspect towards QA (or lack thereof) in Section V.
We conclude by providing the necessity of user aspect research in
Section VI and summarize our work in the conclusion Section VII.

II. BACKGROUND OF QUANTUM COMPUTING

To understand the fundamentals of Quantum Computing, in this
section, we briefly describe the postulates and laws which govern
the state, evolution, and measurement of a quantum system. We
explain the technological component of Quantum Computing as noted
and summarized in the book “Quantum Computation and Quantum
Information ” by Nielson et al. [6].

1) Quantum State: The basic unit of information in a quantum
computer, termed as qubit, is represented as a unit vector in
Hilbert Space. A Hilbert Space can be loosely defined as a
complex vector space with inner product. Unlike classical bits,
a qubit can be in |0), |1) states or in a linear superposition of
them [6]. A general qubit is represented as |p) = « |0)+5 1),
a,B € C, |a|* +|8|> = 1. Therefore, a system of n qubits
[1) = |11) @ |Ph2) ® ... ® |¢n) can reside in all 2" possible
configurations simultaneously.

2) Evolution of qubit: Evolution of a quantum system is governed
by unitary operators. A unitary matrix (the mathematical

representation of unitary operators) is always invertible. Thus,
from the mathematical computation logic, a quantum computer
governed by the unitary matrix is reversible by nature.

3) Measurement principle: Measurement of a quantum system is
always associated with some basis. Any arbitrary quantum state
can be written in multiple basis. For example,

[¥) = al0) + B[1) = 252 |+) + 457 | =)

where {|0),|1)} is called the computational basis, and {|+) =
%, |—) = %} is called the Hadamard basis. There
are infinitely many bases in which the same quantum state can
be represented. Consider a quantum state |1)) = > . cv |b),
where {|b;)} forms an orthonormal basis. Upon measurement
in this basis, the state |i)) collapses to one of the basis
states |b;) with probability |cv;|?. However, once the state has
collapsed to |b;), consequent measurements in the same basis
yields the same outcome with certainty.

4) No Cloning Theorem: It was shown by Wootters et al. [19] that
there exists no universal operator which can clone any arbitrary
quantum state |10}, i.e., it is not possible to design an operator
U for all probable states [)), U 1)) = |1) ®|¢). This theorem
immediately rules out the possibility of any eavesdropper in a
quantum world to copy the information transmitted. Thus, the
no cloning theorem helps in preserving the data confidentiality,
in terms of the security triad- Confidentiality, Integrity, and
Availability (CIA) components [59].

Additionally, measurement postulate as explained earlier and no
cloning theorem rules out the possibility of an eavesdropper to copy
or gain any information of the sent qubits without disrupting the
process. This creates the possibility of identification of the malicious
actor with attempted eavesdropping. However, these do not render an
eavesdropper completely powerless over a quantum communication
channel, which we will be discussing in the later sections. Addition-
ally, we also discuss through the systematic literature review on the
protocols which assures complete secrecy even in the presence of an
eavesdropper.

III. METHODOLOGY

The first study of security in a quantum world dates back to as
early as 1984 [60] and the first paper on quantum authentication
was published in 1998 [01]. However, in this systematic literature
review, we are primarily focusing on recent developments on quantum
computing in the realm of digital authentication and security, thus we
focus on papers published in between 2009-2019. We collected our
data by starting with research publications on QA that are included
in the ACM Digital Library, IEEE Xplore, Scopus, Google Scholar,
and Web of Science. We performed the data extraction using ACMs
export feature, IEEE Xplore repository, and Publish or Perish '.

Thereafter, the researchers of this paper implemented a qualitative
assessment protocol that utilized exclusion and inclusion criteria to
generate a set of papers that were relevant for our analysis. The result
yielded a total of 859 published papers on Quantum Computing in
digital security, from which we eventually identified 118 papers that
included Quantum Authentication. Two researchers applied thematic
coding on the abstract and full text of each of these 118 papers to
enable the systematic analysis of the reported research articles.

A. Data Collection and Screening

1) Title Screening: The initial process for our data collection
began as a broad search for the term “Quantum Authentication” in
the ACM Digital Library, IEEE Xplore, Scopus, Google Scholar, and
Web of Science databases.

This generated 859 papers; 449 from Google Scholar, 200 from
Scopus, 190 Web of Science, and 20 from ACM Digital Library.
While scanning through these papers, we rejected papers where the
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full-text were not available despite contacting the publisher or the
authors of the paper. From this collected set of papers, we first
removed any duplicate studies and found a total corpus of 478 papers.
Our research is focused primarily on the current research of Quantum
Authentication, thus we included those paper published in 2009 or
later (111 papers were discarded).

To be included in our corpus, a paper needed to be primarily
focused on the topic of QA. Papers were excluded if: (1) they
were an extended abstract or a work-in progress, (2) the primary
language in which they were written was not English, or (3) they
were found not to be related to QA, even if they mentioned quantum
computing somewhere in the paper. After applying the exclusion
criteria on the collected sample of 367 papers, we were left with
118 papers. Two researchers trained in qualitative data coding and
analysis independently completed the thematic analysis to find the
different aspects of Quantum Authentication that was studied while
applying the exclusion criteria in the collected corpus. Figure 1
shows the distribution of the corpuss studies focusing on Quantum
Authentication over 10 years period from 2009 — 2019. Beginning in
2009 with seven papers published in this domain, we see a positive
publication trend.

2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

Year of Publication

Fig. 1. Distribution of the Number of Publications in Our Data Set (N = 118)
Grouped by the Year of Publication.

Abstract and Full Text Screening: After title screening, we
performed abstract and full text screening to identify papers that
satisfied our inclusion and exclusion criteria. Interestingly, out of 478
papers having “Quantum Authentication” in their title, 289 papers
were published on or after 2009. A detailed study of these papers
showed that many of these 289 papers focused on Post-quantum
scenario (which are classical cryptosystem designed to be secure
against quantum attacks). We removed these papers, since they were
out of scope for this research and retained 239 papers. While we
studied the abstracts of these papers, we found that many of them
focused primarily on secure communication, and did not even men-
tion authentication once in the abstract. We discarded these papers
as well leading to a final repository of 118 papers. In the following
section, we review the design technique and implementation of the
authentication protocols which have been studied. The selected corpus
was analyzed using thematic coding as well to find the over arching
themes in the papers discussed by two researchers who were trained
in qualitative coding. For thematic analysis, the researchers went
through rigorous training and the inter-coder reliability was 96.7%
after three interactions of the subset that was analyzed.

IV. FINDINGS

As mentioned, we investigated the overarching concept of Quan-
tum Computing while focusing on authentication strategies which
included technical aspects of secret sharing as well. The first au-
thentication protocol, proposed by Barnum et al. [61] used Quantum
Error Correction technique for authentication which, unfortunately,
requires a large number of qubits for its implementation. Therefore,

the subsequent authentication protocols primarily take motivations
from QKD, QSS, and BQC protocols, and some novel protocols
different from these. Table I shows the overall distribution of the
papers based on the themes developed by the researchers. In this
section, we explain the technological concepts of QA and thereafter
mention the papers which detailed them from our corpus.

TABLE I
THEMATIC DISTRIBUTION OF QA PAPERS

Protocols based on # papers
Entanglement-assisted 30
QKD Without entanglement 15
QSs 8
BQP 3
Entanglement-assisted 5
Deniable authentication Without entanglement 3
Real-world application based 13
Authentication of classical 9

message 1n quantum scenario
Implementation oriented framework 6
Others 26
l Total [ [ 118 ]

A. Quantum Authentication (QA)

Authentication can be considered as an integral task of secure
digital interactions. Going with Alice and Bob security examples with
them being the two actors in the scenario, it may be possible that
Alice and Bob share some information in a scenario where the data
integrity, rather than the security of the message is of importance.
This means Bob wants to be sure that the message they received is
from Alice, and has not been tampered with some middle-person Eve.
Classically, there are several techniques to achieve authentication,
such as digital signature [62], universal hash function [63], etc.

From mathematical perspective, If Alice and Bob share a secret
k, then they can produce a signature s for a particular message
m, where s = fi(m). The entire message sent by Alice is then
(m, fr(m)). Upon receiving a possibly tampered message (m’,s’),
Bob can authenticate the sender if s’ = fi(m’). This technique of
authentication is called digital signature. The first quantum authen-
tication scheme used this technique for authentication of quantum
messages. Authenticating quantum information impose some extra
challenges. Two primary difficulties can be enlisted as follows:

1) In a classical message, Eve can at most flip one or more
bits. For quantum information, any rotation operator R(6),
operated by Eve, is a tamper. Therefore, there are infinitely
many possible tampering.

2) If the original qubit was |1), whereas the tampered message
is [¢"), there exists no operator which can distinguish the two
states for any |¢) , [¢').

A technique to overcome these difficulties for authentication of
quantum information was first studied by Barnum et al. [61], which
uses error correction techniques. Consider g qubits of information
|1} which can be encoded into n > g qubits using some quantum
error correction code (QECC) [64]. If £ is the encoding algorithm,
then Bob receives the state £(|1)). If D is the decoding algorithm,
then if the message was untampered, i.e., there is no error on the
quantum state, then D(E(|¢))) should produce syndrome 0. Any
error correcting code C, which has the capability of correcting m
errors, can authenticate a message if Eve tampers at [ < m positions.
However, there is a shortcoming to this process.

If the same QECC is used repeatedly, then Eve can identify
the distance of the code and can fool the parties by introducing
appropriate errors which cannot be detected by that QECC. In order
to avoid this, the QECC can be drawn from a family of codes. The
information of the QECC used for a particular message is encoded



into a key k, and |¢) ® |k) is transmitted. A major drawback of this
simple technique is that there is a significant increment in the required
number of qubits. Furthermore, the encoding and decoding algorithms
of many QECC can lead to a significant computation overhead as
explained by Majumdar et al. [65], [66], [67]. Subsequent studies on
QA, therefore, use other techniques for its implementation. In the
following subsections we briefly define QKD, QSS, BQC and review
their applications for various authentication protocols as studied by
the researchers.

B. Quantum Key Distribution (QKD)

QKD protocols can be broadly divided into two themes - those
which use entanglement, and those which do not. The first QKD
protocol (Bennett et al. [60]) achieved secure key distribution without
entanglement. Ekert [20] later came up with the first entanglement-
assisted QKD protocol. Our review shows that 45 out of 118 papers
on Quantum Authentication protocols have been inspired by QKD
protocols (e.g. Gong et al. (2012) [68], Lin (2013) [69], Rass et al.
(2015) [70], etc.) out of which 30 papers focus on the entanglement
phenomena (e.g. Tan et al. (2014) [71], Kang (2015) [72], Alshowkan
et al. (2016) [73], etc.).

1) BB84 Protocol: The first QKD protocol, called the BB84
protocol, was proposed by Bennett et al. [60], which does not use
entanglement. In this protocol, the sender has n qubits, prepared
randomly in state |0) or |[4). The sender then measures each qubit
randomly in the computational or the Hadamard basis, stores the
measurement outcome, and sends the qubit to the receiver. The
receiver also follows the same protocol. After both of their mea-
surements, they publicly declare their choice of basis. Whenever,
their choices do not match, the corresponding qubit is discarded. If
they measure in the same basis, then by the Measurement Principle,
their outcome should be the same. If their outcome is |0) or |+),
then its corresponding classical bit is recorded as 0, otherwise 1. If
there is some eavesdropper, Eve, who is trying to get hold of the
secret key, the best they can do is to measure the qubit in some basis
before the receiver receives it. However, the measurement principle
asserts that if the choice of basis of Eve and the sender is not
the same, then the measurement by Eve disturbs the qubit. It was
proved by the authors that if the sender and the receiver declare the
measurement outcome for half of their qubits (chosen randomly),
then the disturbance created due to the measurement of Eve can be
detected with very high probability.

Authentication protocols motivated by BB84: BB84 protocol
has the advantage that it does not require any prior secret to be
shared between the parties in the communication network. In the
language of cryptography, this implies that sharing of prior secret is
not necessary. This advantage has been used in various authentication
protocols studied by X. Zhang (2009) [74], Y. Jing (2010) [75], H.
Yuan (2014) [76], and other recent articles [77], [78], [79], [80], [81],
[82], [73]. M. Oya proposed a QKD based authentication protocol
which has better security measures than its predecessors, and was
also shown to be implementable in Photonics technology [83]. Ghilen
et al. suggested the incorporation of Quantum Cryptography and
authentication protocols in the IEEE 802.11i Standards for enhancing
its security. A disadvantage of most cryptographic systems is that
the same key cannot be used multiple times [84]. However, in other
studies, the authors came up with QKD based authentication protocols
such that the same key can be recycled without the Eve being able
to tamper with the message [85], [75], [86]. A disadvantage of BB84
is that in order to set up a key of size IV, at least 2N qubits must
be transmitted [60]. In the subsequent part, we discuss authentication
protocols motivated by entanglement-assisted QKD. Ekert proposed
first QKD which used entanglement for secure key distribution. For
the sake of completeness, we first briefly discuss the concept of
entanglement followed by the protocol of [20].

Entanglement: A quantum system |¢)), consisting of n > 1
qubits, is said to be entangled if it cannot be written as |¢)) =

Q7 [¥i), where [¢;) is the state of the i'" qubit. For example,
|67) = 75(10405) +[1alp)) is an entangled state. If this state is
shared between two parties A and B, then irrespective of the distance
between them, measurement by any party disturbs the state of the
other. If the measurement outcome of party A is [04) (|14)), then the
state of party B is also |0g) (|15)) with certainty, even though party
B may not have made any operations on their qubit. An entangled
state of the form of |¢™) is often called Maximally Entangled State,
or Bell State [9]. There are four Bell states which form a basis for
the two qubit vector space. Bell states are heavily used in protocols
on security and communication [87], [88].

6%) = 55(10405) £ [1al5))  [¢v7) = J5(|04l5) £ [1405))

2) Ekert91 Protocol [20]: This protocol makes use of quantum
entanglement, and the principle of monogamy [6] which states that a
maximally entangled state cannot be entangled with any other qubit.
In this protocol, the sender Alice and the receiver Bob shares N
Bell states between them. Alice and Bob both measure their qubits
in the computational basis. Entanglement asserts that the outcome
of Alice and Bob will be the same. If the outcome of the i** pair
is |7), 7 € {0,1}, then the i*" bit of the key is j. This protocol
immediately rules out the disadvantages of the BB84 protocol that
the two parties may measure in different bases. However, a difficulty
is that Alice and Bob may not have the resources to create N pairs
of entanglement between them. Therefore, they are likely to rely on
a third party Eve to deliver the entangled states to them. The natural
question which arises is - what happens if Eve herself is dishonest?

The natural trickery of Eve will be not to prepare the requested
Bell state, but to create some other state () = >, . aij |ij) [eiz)
where the first two qubits are sent to Alice and Bob respectively, and
the third qubit |e;;), which is entangled with the other two qubits is
in possession of Eve. Upon measurement by Alice and Bob, if their
qubits collapse on the state i), then the state of Eve will collapse on
|esj), and hence Eve has perfect knowledge of the outcome. However,
it was proved by the author that Eve is not detected if and only if
the state they deliver is a maximally entangled state (as required for
the original protocol). Moreover, monogamy rules out the possibility
of Eve being able to entangle their own system with the maximally
entangled pair. Therefore, even if Eve sends the entangled pairs to
the two parties, they should either be honest, or their deceit will be
detected.

Authentication protocols using entanglement-assisted QKD:
Use of entanglement for authentication purpose has been ubiquitous
in the literature. In several other studies the authors have used Bell
states for identity authentication in quantum scenario [89], [90], [91],
[69], [92], [69], [93], [94], [95]. Extensive security analysis of some
of these protocols have been studied in [96], [97], [98]. Entanglement
swapping is a process which allows the entanglement between two
parties A and B to be generated perfectly between some other parties
C and D using teleportation [88], [?]. Entanglement swapping has
been successfully used as a method for quantum authentication [99],
[100], [101], [72], [102]. Some of these protocols allow even au-
thentication of multiple parties [103], [104], [71]. Communication
over a network with more than two parties is necessary is realistic
scenario. In such scenarios, every pair of parties may share Bell states
(requiring a large number of such states), or multi-party entangled
states can be used. Authentication protocols over networks, therefore,
often use multi-party entangled states such as GHZ states [72], [105],
[106], [107], [108] or W-states [109], [110].

C. Quantum Secret Sharing

Consider the scenario where the President of a bank wants to give
access to a vault to three vice-presidents, whom they does not trust
completely. If any one of them is compromised, then the security of
the vault is compromised too. Therefore, it may be desirable to share
the secret among them such that no one of them has the complete



information of the security, but any two of them together can get the
complete information. This process of distributing a secret S among
multiple parties S1,S2,...,Sn, such that the knowledge of any k of
them together is sufficient to determine S, but knowledge of £ —1 or
fewer pieces leaves the secret unknown, is called Secret Sharing. The
first (k,n) Secret Sharing protocol was introduced by Shamir [111].
Many variants of this protocol, including scenarios where some of
the parties are cheaters, have been studied henceforth. Hillery et al.
studied (2,2) quantum secret sharing [112] in which Alice divides
the secret between Bob and Charlie such that no one of them alone
can decipher the secret. Consider the three parties sharing a single
qubit of the GHZ state (|¢)) = J5(|000) + [111))), which is a three
party entangled state. Each of the three parties randomly decide their
basis of measurement as one of the following

|Ez) = 5(10) £ 1)) [Fy) = Z5(10) £ 1))

TABLE II
EFFECT ON CHARLIE’S STATE DUE TO MEASUREMENT OF ALICE AND BOB

Bob | Alice —
+X -X +y -y
+X 0) + [1) 0) — [1) 0) —4]1) 0) +4]1)
-X 0) — [1) 0) + [1) 0) +¢[1) 0) —i]1)
+y 0y — 1) | [0y +4]1) | JOy— 1) 0y + 1)
-y 0) +1¢|1) 0) —¢|1) 0) + |1) 0) — 1)

The basis of measurement for each party is declared publicly, but
not the outcome of the measurement. In a scenario, Alice and Bob
measure in their declared basis the effect of their measurement on
the state of Charlie is shown in Table II. Suppose that Alice and Bob
both decided to measure in |+x) basis. This decision is also known to
Charlie since it was declared publicly. However, if Charlie’s state is
|0)+|1), they are not sure whether the outcome of Alice and Bob was
both +x or —x. Therefore, Charlie alone cannot determine the secret.
Moreover, Bob alone, who knows the outcome of their measurement
and the choice of basis by Alice, cannot determine the outcome
of Alice. However, if Bob and Charlie come together, then armed
with the knowledge that Bob received outcome +x (say) and Charlie
has the state |0) + |1), they can uniquely determine the outcome
of Alice’s measurement. Several variants of this protocol has been
studied henceforth [113], [114], [115], [116], [117]. These studies
involve multiparty secret sharing, sharing secret in the presence of
an eavesdropper and in the absence of entanglement. A concise theory
of quantum secret sharing is available in [ 18].

Authentication protocols motivated by QSS: Quantum secret
sharing techniques have been applied to develop authentication pro-
tocols. The primary theme in such protocols is that a trusted third
party can authenticate one or multiple users, although a single party
cannot alone authenticate other parties. In some of these protocols,
as proposed by Wei et al. (2011) [119], W. Yie (2016) [120],
and Abulkasim (2017) [121], QSS technique have been applied to
authenticate a single party at a time, whereas in Bartkiewicz et al.
(2014) [108] the trusted third party can simultaneously authenticate
more than one parties involved in the communication. Certain QSS
protocols [ 14] can share a secret when at least ¢ out of n parties can
assemble together. For an n party communication system, it is often
more realistic to assume that all the parties will not be available at
the same time. This technique of QSS proposed by Li et al. [114]
has been the motivation for authentication protocols by B.B. Elliott
(2008) [122] and Cao et al. (2012) [123] where only ¢ < n parties
can participate for the authentication purpose at a time.

D. Blind Quantum Computation

Small scale quantum computers are already made available by
companies such as IBM, DWAVE, and some companies such as
Google, Microsoft are in the verge of having their own quantum

computer. However, modern day quantum computers are expensive,
and hence it does not seem likely that individuals can have their
own personal quantum computer any time soon. The natural solution
for this, which IBM has already implemented, is for companies to
outsource their machines. Individuals can run their program on the
quantum computer over cloud. IBM already has a 15 qubit quantum
computer which anyone can access over cloud. This technique,
however, raises the question of privacy in quantum world. Since every
individual has to perform their task on a quantum server over cloud,
the server can have complete information of each individual client,
and their task. A technique to ensure masking the job of any client
over the cloud is termed as Blind Quantum Computation (BQC).
Ideally BQP protocols should involve a client with classical computer
interacting with a single server with unlimited quantum power, and
still maintain their secrecy. However, current BQP protocols tend to
relax these assumptions to some extent. It was first shown that if the
client has limited quantum capabilities, then they can encrypt their
data such that the server operating on this encrypted data cannot gain
knowledge of the original information of the client [124].

In the article titled “Universal blind quantum computation” , the
authors could overcome the constraint of the client having quantum
capabilities [125]. Instead, the authors showed that if the clients can
prepare qubits, then they can divide their task into two quantum
servers, and reconstruct their solution from the output of the two. This
idea is similar to quantum secret sharing, where each server has only a
part of the information, and cannot reconstruct the entire information
of the client from the parts. Another technique, called Measurement
Based Quantum Computing (MBQC) [126], considers n qubits in
a quantum server is stored in a two-dimensional array structure. To
perform a task, a unitary operator U™ is to be constructed which
operate on all the n qubits, followed by a measurement on all of
them to yield the output. However, the authors showed that it is
possible for the client to design U™ such that

3U1,...,Uk,k§n, Un:U1®U2®®Uk

where each U; acts only on a subset of the qubits. With such a
design, the client can then ask the server to operate each U; on
some of the qubits only. Moreover, instead of measuring all the n
qubits together, the client can ask the server to measure a subset of
the qubits at a time. Each U;, and each measurement yields only
a partial result to the server. However, the client, who knows U™
and its decomposition, can reconstruct the actual solution from these
partial results. Further researches are being conducted to achieve the
ultimate goal where a classical client can blindly interact with a single
quantum server [127]. Nevertheless, the existing protocols show that
it is possible for a client to retain their privacy even when interacting
with a possibly malicious quantum server.

Authentication protocols for BQP: Our systematic literature
review show that authentication for BQP is an area less studied.
Li et al. provided a general framework for authentication in BQP
protocols [128]. W. Zeng proposed an authentication protocol for
BQP and proved it to be secure against Man-in-the-Middle and
Denial-of-Service attacks [129]. Authentication for centralized cog-
nitive radio network was studied by Q. Li [130]. BQP protocol and
its authentication technique was applied for a framework for Online
Banking system W. Zeng [129]. However, it is evident that this area
of research has received lesser attention of the researchers as of yet.

E. New Schema

There are several studies where novel techniques, different from
QKD, QSS and BQC, are used for authentication. A study which
appears quite a few times in the literature is Quantum Deniable
Authentication. In this process, if Bob received a message from Alice,
then they can authenticate the message himself, but cannot authenti-
cate it to some third party. Jin et al. [131], A. Ameriher [132], and
some other articles [133], [134], [135] have studied entanglement-
assisted deniable authentication protocol, whereas X. Li [136], Y.



Kanamori [78], Cao et al. [137] proposed deniable authentication
protocols without the requirement of entanglement. Cederlf studied
deniable authentication in the scenario where the third party is
not trustworthy [138]. A theoretical framework for the application
quantum authentication to online banking system (Liu et al. [139])
and the application of quantum deniable authentication to electronic
voting system (Hughes et al. [140]) have also been studied in the
literature. Quantum world do not render classical communication
completely useless. Therefore even in a quantum communication
system, it may become necessary to authenticate classical messages.
Other researchers also studied the authentication of classical messages
in a quantum network [141], [142], [143], [144], [145], [146].

A recent trend of study for the Noisy Intermediate Scale Quantum
(NISQ) era [147] is to develop hybrid classical-quantum systems so
as to reduce the requirement of quantum devices, which is costly.
Researchers have also studied classical-quantum hybrid authenti-
cation protocols [148], [149]. However, studies on semi-quantum
authentication, where some of the parties may not have quantum
techniques seem limited [93]. Another natural question which arises is
how to implement the authentication protocols in practice. From our
literature analysis, it seems that photonics is the leading technology
which the researchers have used for the implementation of certain
protocols. Most of these studies are theoretical, which propose an ex-
perimental framework (Cederlf [138], Yang et al. [150], Hong [145]).
In Rass et al’s [120] and Buhari et al’s [151] work, the authors
have proposed quantum authentication protocols which require only
a single photon for their implementation.

Noise in the system is a serious hindrance to the implementation
of any quantum computing protocol. While the previous mentioned
articles are theoretical frameworks, Oya et al. [152] have experi-
mentally implemented quantum authentication for two parties using
optics. Their efficient optical setup has allowed a low error probability
of O(107%). Application of quantum authentication in real-world
scenario has attracted the interest of many researchers. H. Ma [80]
and Devi et al. [153] have applied quantum authentication in IOT
networks, and Murali et al. [154], Akila et al. [155], B. Lari [156]
have applied it to wireless network communication. Some research
works have also shown the application of QA to cloud computing
networks [94], [157], [158], [159]. Kiktenko et al. [160] have recently
proposed lightweight QKD and authentication protocols for use
in small devices. Murali et al. have even proposed to enhance
the security of IEEE 802.11i standard by incorporating quantum
cryptography and authentication with it [161] .

Two areas which have been less studied are - (i) authentication
in the presence of noise. Huang [162] studied the performance of
authentication in the presence of Gaussian noise, and in [163], Li et
al. studied authentication under amplitude damping and depolarizing
noise channels. (ii) quantum authentication in biometric systems. Zhu
et al. [164] studied quantum authentication using face recognition.
One primary difficulty to these biometry based authentication is the
efficient encoding of data in qubits, which is an ongoing field of
research till today [165].

V. DISCUSSION: USER ASPECT OF QA

In this study, we have conducted a systematic literature review of
quantum authentication protocols, and the various themes from which
these protocols have been inspired. Our study show that majority of
these protocols have been motivated from Quantum Key Distribution;
in fact 38.13% of the papers on authentication are motivated from
QKD protocols. 17.79% of the articles focus on deniable authentica-
tion, out of which 61.9% have designed framework for its application
in real-world IOT, wireless network or cloud network architecture.
On the other hand, only 7.6% and 5.08% of the papers focus on
authentication of classical message in a quantum communication
network and on their experimental implementation. Out of those
papers on experimental implementation, only a single paper has

actually implemented an authentication protocols, whereas the others
have provided experimental frameworks.

Experimental realization require authentication protocols which are
robust to the noise in the system. However, only two papers focus on
the realization of these protocols in noisy environment. Therefore, it
seems logical to infer that although there is a plethora of research on
quantum authentication, both theoretical and technological research
for its implementation is lagging behind. Another area which has not
received lime light of the research is the user aspect of QA. BQC is
an area of security which has been studied to maintain the secrecy of
the user in a cloud based platform of quantum computing. However,
only three papers have focused their study on authentication in a BQC
based protocol. Furthermore, only three papers have studied biometric
(fingerprint and face recognition) authentication in a quantum world.
Amongst such analysis we find that most of the papers are theoretical
contribution , and even if there are technical implementations, none of
them conduct any user studies. While, discussing about authentication
it is extremely critical to analyze the user aspect, given that the
negative or misaligned perceptions of users [50] can often lead to
failure in adaption [42].

User side is often the last concept to be added into any techno-
logical development, especially for authentication [166]. However,
previous studies prove the usability while architecture and designing
to not only gauge the technical feasibility but also the user side.
From this systematic literature review, we can infer that quantum
authentication has been rooted in a firm theoretical notion by now.
However, its practical application in a noisy environment, and the user
aspect is largely lacking and demand extra focus from the researchers
in near future, which we are proposing to be established in design
during the developmental stage through iterative mechanism.

VI. FUTURE WORK AND LIMITATION

Our study provides with an overview of research done on Quantum
Authentication, and through detailed research we indicate the dearth
of user component in any of the studies. We understand that we
limited our research to papers published between 2009-2019, which
might have left the analysis of a few papers. However, with the
current lack of focus on user side of quantum authentication, as a
future direction we propose this proposition into analyzing the user
perception and whether we users comprehend QA and can utilize the
computational capability of the same. We will also include Security
by Design [167] concept to be inbuilt which helps in evaluating the
usability in an iterative manner instead of putting user experience as
an evaluating factor at the end. Additionally, while utilizing this we
want to developed user centered authentication architectural which
will utilize the theoretical concepts developed in previous studies
over the past 19 years of research in quantum authentication.

VII. CONCLUSION

In this systematic literature review, we have studied a corpus of
N = 859 papers on quantum computing, and analyzed in depth a
total of 118 papers on quantum authentication published between
2009 — 2019. We have found that majority of these protocols are
motivated from QKD and QSS, primarily introducing theoretical
framework for the application of QA in modern IOT, wireless
sensor, or even cloud computing network. Additionally, we noted
that although photonics seem to be the most promising technology
for implementation of quantum authentication protocols, most of
these studies are theoretical, and there is only a single experimental
implementation of QA. Nevertheless, the performance of QA in
experimental noisy scenario, as well as its user aspect has been largely
overlooked in the literature as of yet where even while applying
QA for biometrics no user studies have been conducted to evaluate
the efficacy or feasibility of Quantum Authentication. We propose
security by design along with the computational component of QA
where user evaluation is done iteratively in every stage along with
the technological realization of QA into a tool.
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