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Android’s&Pa5ern&Unlock&

Android)pa<ern)unlock)is)an)authen4ca4on)
method)to)lock)(and)unlock))Android)phones)



Rules&of&the&Game&
(1))

Maintain)contact)with)the)
screen)and)connect)4"points)

without"repe,,on"

(2))
Can)only)connect)

adjacent)contact)points)

(3))
Can)trace)over)previously)

contacted)points)



Recent&Work&on&&
Android&Unlock&Pa5erns&

A<acks)

Meters) Percep4ons)

Measurement)

[&_GMBS:WOOT’10]& [&_SMS:ACASC’12]&

[&_D:ACASC’14]&[&SCOKH:CHI’15]&
[&UDWH:CCS’13]&



[_BK:ACSAC’15]%



Does"increasing"the"grid"size"increase"
the"security"of"human"generated"

pa8erns?"

3x3"vs."4x4"



Methodology&Challenges&
No%good%datasets%of%3x3%
graphical%passwords%
How)to)collect)real)3x3)pa<erns?)

&
&

4x4%paEerns%are%not%%
widely%used%

How)to)collect)realis4c)4x4)pa<erns?)
&
&



Is&4x4&really&be5er&than&3x3?&
•  NO:&The&strength&of&most&of&the&4x4&pa5erns&are&
similar&to&that&of&3x3&pa5erns&

•  YES:%The&frac$on&&of&total&guessed&is&less&for&4x4&
pa5erns&
&

•  NO:&The&frac$on&of&most&common&4x4&pa5erns&are&
more&guessable&than&the&most&common&3x3&

•  YES:%User&recall&rates&for&4x4&are&the&same&for&3x3&but&
4x4&pa5erns&are&less&easily&naïvely&guessed&%



Demographic)and)Collec4on)Methods)

What)are)the)sta4s4cal)differences)in)the)
pa<erns)based)on)the)collec4on)
methods?)

Are)there)differences)in)pa<erns)based)on)
demographics?)

Can)we)leverage)demographics)to)a<ack)
pa<erns?&



Talk&Outline&
Research)Ques4ons) Methodologies)and)Data)

Characteris4cs)

Comparisons)of)
Collec4on)Methodologies)

and)Demographics)

Vs.)

Demographics)and)Pa<ern)
Strength)

What)are)the)sta4s4cal)differences)in)the)pa<erns)based)
on)the)collec4on)methods?)

Are)there)differences)in)pa<erns)based)on)demographics?)

Can)we)leverage)demographics)to)a<ack)pa<erns?&



METHODOLOGY%



Methodologies&
SelfRReported% PenRandRPaper%

&
&

All)protocols)were)reviewed)by)the)USNA)and)UMBC)Ins4tu4onal)Review)Board)



Online&Self.Report&Survey&

•  Pay)people)to)selfVreport)their)pa<ern)or&
provide&sta$s$cs&about&their&pa5ern&

•  Amazon&Mechanical&Turk&
– Paid&par$cipants&$0.50&or&$0.75&(two&runs)&
– 750&respondents&data&was&included&

•  Must&complete&the&survey&on&their&mobile&
devices&
&



Not&for&Everyone&

NO.%

Turk&Op$com&



Procedure&

&&



Report&Pa5ern&or&Stats&

Pa<ern)Entry)on)Device) Select)Features)of)Pa<ern)



A5en$on&Tests&
•  Device&Comple$on&
–  Elaborate&code/token&system&
–  Check&user&agents&(yes,)I)know)that)can)be)forged)&
&

•  Must&enter&in&results&twice&
–  Report&pa5ern,&then&survey,&then&report&again&
–  If&results&don’t&match,&throw&data&out&

•  Rejec$ons&
– We&do&not&reject&people&within&Mturk&
–  Just&don’t&include&their&data&



Pen&and&Paper&Survey&



Adversarial&Model&



Defensive&Selec$on&



Offensive&Selec$on&



Recall&



Sample&Data&



Demographics&and&Collec$on&

Self%Report%

•  750&Respondents&
•  440&Self.Reported&their&

password,&remaining&
provided&sta$s$cs&

•  251&Males,&189&Females&
•  Age&range:&18&–&55+&
•  Loca$on:&USA&

Pen%and%Paper%
•  78&Par$cipants&

–  8&Focus&Groups&over&&
6&weeks&

–  7&to&22&members&per&group&
•  491&3x3&Pa5erns&

–  378&offensive&
–  113&defensive&

•  501&4x4&Pa5erns&
–  382&Offensive&
–  119&Defensive&

•  55males,&23&Females&
•  Age&range:&18.40&
•  Loca$on:&@USNA&and&@UMBC&



Demographics&of&3x3&Data&
SelfRReported% PenRandRPaper&



DATA%CHARACTERIZATION%
%

[_BK:ACSAC’15]%



Most&Common&Pa5erns&

RotaWons%Embedding%
and%

RepeWWon%

rota$on&and&flip&

Embedding%
and%

RepeWWon%

Flip%

Flip%

[_BK:ACSAC’15]%



Repe44ons)are)
consistent)

between)3x3)and)
4x4,)but)4x4))
pa<erns)have)
less)symmetries)

[_BK:ACSAC’15]%



Start&and&End&Condi$ons&

[_BK:ACSAC’15]%



Length&and&Stroke&Length&

Similar%
DistribuWon%

Suggests)that)
the)penVandV
paper)and)selfV
report)survey)
have)similarly)

shaped)
pa<erns)

[_BK:ACSAC’15]%



STATISTICAL%COMPARISONS%



Features&

•  Ordinal&Features&
–  Height&and&Side&&
–  Length&
–  Stroke&Length&
–  Start.X,&Start.Y&
–  End.X,&End.Y&

&

•  Non.Ordinal&Features&
–  Knight&Moves&
–  Crosses&
–  Exes&
–  Non.Adjacency&

[&_D:ACASC’14]&[ATOY:&WiSec’13]& [UDWH:&CCS’13]&



Ordinal&Features&

Side%

Height%
Length&

12

3 4 5

1

2 3 4

56

Stroke%Length%

(?1,1)" (0,1)"

(0,0)"

(?1,1)"

StartRX%StartRY% EndRX%EndRY%

(0,0)"

(1,?1)"

(0,1)"

(1,?1)"



Non.Ordinal&Features&

Knight)Move)
(kmove))

Cross) Ex) NonVAdjacent)



Analysis&Considera$ons&
•  Pen&and&Paper&(PP)&
–  Average)Pa<ern)Stats)

•  For&Pen&and&Paper:&par$cipants&created&13&pa5erns&(3&defensive&
and&10&offensive)&

•  Used&the&average&of&the&individual&features&across&each&of&the&13&
pa5erns&&

–  Example:&Length:)average&length&of&all&pa5erns&generated&
for&a&given&user&

•  Demographic&Analysis&
–  Only&consider&Self&Reported&(SR)&
–  Samples&for&Pen&and&Paper&were&too&small&in&some&fields&



Sta$s$cal&Methods&
•  Ordinal&Measurements&

–  Normality&Tests:&Anderson.Darling&
–  Student’s&t.Test&for&normal&data&
–  Mann.Whitney&U.Test&for&non.normal&&

•  Non.Ordinal&Measurements&
–  χ^2.Test&:&presence&or&absence&

•  Mul$&Group&Analysis&
–  ANOVA&tes$ng&

•  P&Correc$ons&
–  Bonferonni&



Ordinal&Measurements&

•  PP&vs.&SR&
–  Pen&and&Paper&pa5erns&tend&to&be&a&bit&longer&
&

•  Handedness&
–  Right&handed&pa5erns&a&bit&longer&and&with&more&stroke&length&
&

•  Side&Shiuing&
–  Gender:&Woman&respondents&more&right&shiued&than&Men&
–  Locale:&Urban&respondents&more&right&shiued&than&Urban&and&
Rural&respondents&&

p&<&0.05& p&<&0.03& p&<&0.02& p&<&0.02&



Start&and&End&Loca$ons&
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Start& End&

PP%
X%and%Y%Shi\ed%

PP%
X%Shi\ed%

Le\%(SR)%
YRshi\ed%



Non.Ordinal&Features&
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&
p<0.005&

p<0.10&

p<0.10&



STRENGTH%METRICS%



Guessability&
•  How)many)guesses)does)it)take)for)an)a<acker)to)guess)
a)given)password?&

•  PARTIAL%GUESSABILITY%(alpha.guesswork)%
–  How)many)guesses)does)it)take)to)guess)a)frac4on)of)the)
dataset?&

– Measured&in&bits&of&informa$on&

•  Offline%AEack:%%
–  Assumes&a5ack&can&crack&passwords&without&having&to&
engage&the&authen$ca$on&method&(e.g.,&cracking&hashes)&

–  No&lockouts&(tradi$onally,&20&guesses&on&Android)&



Guessing&Algorithm&
•  Input:&Training&Set,&Guessing&Set&

•  Train&Likelihood&Measure&(Markov&model)&
–  Use&training&set&and&symmetries&of&training&set&with&different&weights&

•  Guess&Order&
1.  All&pa5erns&in&training&set&order&based&on&frequency&with&$es&

broken&by&likelihood&measure&

2.  All&rota$ons/symmetries&of&training&set&ordered&based&on&likelihood&
measure&

3.  Set&of&generated&pa5erns&using&the&Markov&Model&ordered&by&
likelihood&measure&



Guessability&Strength&



Summary&
Research)Ques4ons) Methodologies)and)Data)

Characteris4cs)

Comparisons)of)
Collec4on)Methodologies)

and)Demographics)

Vs.)

Demographics)and)Pa<ern)
Strength)

What)are)the)sta4s4cal)differences)in)the)pa<erns)based)
on)the)collec4on)methods?)

Are)there)differences)in)pa<erns)based)on)demographics?)

Can)we)leverage)demographics)to)a<ack)pa<erns?&



Conclusions&
•  PenRandRPaper%is%a%good%proximate%for%paEerns%as%they%are%self%

reported%
–  Minor&difference&in&length&(.2&contact&points)&
–  Minimal&difference&in&stroke&length&

•  Demographics:&
–  Gender&differences&in&side&shiuing:&hand%size?%
–  Handedness%differences%in%length?%
–  Locale&difference&in&side&shiuing?&

•  Guessability/Pa5ern&Strength&
–  Some%knowledge%of%demographics%can%help%
–  Advantage&fades%quickly%when&a5ack&more&of&the&pa5erns&



THANKS%AND%QUESTIONS?%

Adam%J.%Aviv% Jus$n&Maguire& Jeanne&Luning.Prak&


