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Abstract. Cognitive processes are broadly considered to be of vital importance
to understanding phishing email feature detection or misidentification. This re-
search extends the current literature by introducing the concept of cue utilization
as a unique predictor of phishing feature detection. First year psychology students
(n=127) undertook three tasks measuring cue utilization, phishing feature detec-
tion and phishing email detection. A multiple linear regression model provided
evidence that those in a higher cue utilization typology (n=55) performed better
at identifying phishing features than those in a lower cue utilization typology
(n=72). Furthermore, as predicted by the Elaboration Likelihood Model (ELM)
and Heuristic-Systematic Model (HSM), those who deliberated longer per email
demonstrated an increased ability to correctly identify phishing features. How-
ever, these results did not translate into improved performance in the phishing
email detection task. Possible explanations for these results are discussed, includ-
ing possible limitations and areas of future research.
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1 Introduction

1.1  Study Aims

Despite significant investment in cyber security solutions, employees remain the most
significant risk to maintaining a protected information environment. Specifically,
phishing emails are a major attack vector through which an organization’s information
security can be compromised. Recent research has suggested that for businesses, 74%
of all cyber threats originate via email sources [1], whereas in Australia, phishing was
the top registered scam category reported to the Australian Competition and Consumer
Commission [2]. Costs to businesses and individuals have steadily been on the rise at a
global level, occasioning in business disruption, information and intellectual property
loss, and revenue loss, with damages reported in the hundreds of millions of dollars [2,
3].

Given the importance of human factors and phishing, this study investigates
what cognitive factors may influence phishing detection. In particular, whether



cognitive processing impact an individual’s ability to detect suspicious features char-
acteristic of a phishing email, as well as their ability to correctly distinguish between
legitimate and non-legitimate email communications. Unique to this study, we examine
the role of cue-based processing when assessing phishing emails.

1.2 Phishing Features and Cognitive Processing

Phishing emails are deceptive forms of communication that endeavor to appear legiti-
mate, but are in fact attempts to obtain personal credentials or sensitive information [4].
By promising some form of false utility, they aim to convince targets to either reply,
click on an embedded URL link, or download an attachment. Researchers have identi-
fied common features inherent in phishing emails that may be used by recipients to
identify that an email is malicious [5-7]. These can include poor visual presentation,
spelling and grammatical errors, a sender's address that does not match the expected
domain name, and questionable URL links. By identifying such features, individuals
can increase their likelihood of recognizing an email as a phishing attempt, and can take
appropriate protective actions [4, 8]. In contrast, when such features are either misiden-
tified or neglected, the recipient is at increased risk of complying to the phishing email.
In support of this contention, several studies, both qualitative and quantitative, have
demonstrated a link between the identification of suspicious features and phishing de-
tection performance [e.g., 4, 9, 10].

Avoiding phishing scams however does not merely require an ability to iden-
tify the relevant features of an email, but also relies on applying appropriate levels of
cognitive resources to assess the entirety of an email message [4]. To encourage limited
processing, phishing emails will often resort to social engineering techniques, such as
appeals to authority or urgency [6, 11]. By utilizing these forms of persuasion, an email
recipient may be inspired to respond quickly and without deliberation — only later real-
izing that they have become a victim to a phishing scam [12]. Researchers have also
posited that individual factors may lead to less cognitive processing of emails including
personality [13], habitual use of emails [14], threat perceptions [15] and self-efficacy
[16].

From a theoretical perspective, phishing research has utilized dual-process
cognitive models that differentiate between easy and rapid processes from those that
are more effortful, time intensive and deliberate [17-20]. Utilizing theoretical frame-
works such as the Heuristic-Systematic Model (HSM)[21] and Elaboration Likelihood
Model (ELM)[22], researchers have proposed that recipients fail to identify phishing
emails due to quick-fire heuristic processes rather than being systematically attentive
to the content of the message [14]. That is, rather than examining the broad range of
features within an email, such as sender’s address, URL hyperlinks and formatting is-
sues, people respond to emails only with a cursory appraisal. Social engineering strat-
egies, individual factors and context can play an important role in whether people are
motivated to engage in more systematic or elaborative processes when analyzing an
email. However, utilization of more deliberative processes, whilst effortful and taking
longer, will improve detection of the salient features of an email that indicate it to be
suspicious [14, 23].



Previous phishing research has typically measured systematic or elaborative
processing via survey, asked after exposure to a phishing email [4, 17, 19]. Results have
generally been supportive of the notion that deeper processing of emails leads to more
accurate levels of phishing detection. However, given the debate on whether cognitive
processes can be explicitly understood and reported [24], survey items may not provide
an accurate gauge of systematic or elaborative cognitive processing. Harrison et al. [23]
utilized an alternative method to assess elaboration, where participants were asked an
open ended question on why they did or did not respond to a phishing email. Here, word
count was used as an indicator of cognitive processing. Although this method over-
comes the potential shortcomings of survey questions, this measure is indirect, open to
possible confounds and occurs post-exposure to the phishing email. In contrast to these
approaches, by using evaluation time, this study provides a more direct indication of
cognitive processing whilst the participant is assessing an email. Therefore, in line with
these considerations, we hypothesize the following:

Hypothesis 1: The more time taken to assess an email will be associated with an in-
creased correct identification of suspicious features characteristic of a phishing email.

Hypothesis 2: The more time taken to assess an email will be associated with an in-
creased detection of phishing emails (hit rate) and lower incidence of incorrectly iden-
tifying a genuine email (false alarm).

Although there is much to commend using the existing theoretical paradigm, we will
also investigate an alternative theoretical framework drawing from research on cue uti-
lization and expertise [25].

1.3  Cue Utilization

Cues comprise associations between situation specific environmental features and task-
related events or objects. Through repeated exposure to feature-event relationships,
cues are acquired and retained in long-term memory. These cues can later be activated
rapidly and non-consciously when key features are identified, enabling fast and accu-
rate responses [26—28]. As cues are acquired through repeated exposure, cue-based pro-
cessing is often associated with expert performance [29, 30]

Experts appear to have the facility of being able to innately identify an appro-
priate response to a problem based on limited information [31, 32]. They are also faster
at generating situation assessments with greater accuracy than novices [33, 34]. Ac-
cording to the Recognition-Primed Decision (RPD) model [29], experienced decision
makers base their judgements upon satisficing rather than a deliberate analytical assess-
ment of all available options. Through the acquisition of cues based in memory, experts
recognize patterns in the situation, what to expect, what further cues need to be attended
to, and what goals need to be realized [35]. These patterns in turn actuate scripts that
are then implemented into action. In contrast, non-experts or those who are inexperi-
enced, are unlikely to know which cues to attend to, and do not know how to utilize
cues in a meaningful way.



Cue utilization refers to an individual difference in the capacity to acquire,
recognize and apply cues [36, 37]. Effective cue utilization allows individuals to attend
to features of greater relevance, reducing the overall number of features to which they
attend, and thereby increasing speed and performance [38—41]. To measure cue utiliza-
tion, this study uses the online assessment tool, EXPERT Intensive Skills Evaluation
(EXPERTIse 2.0) [42]. This tool is designed to assess behaviors that are consistent with
the utilization of cues, distinguishing relative participant performance in the operation
of cues. EXPERTise 2.0 has demonstrated construct validity [43, 44], predictive valid-
ity [45], and test-retest reliability [46]. In the context of phishing, individuals with rel-
atively higher cue utilization, as measured by EXPERTise 2.0, should be able to more
rapidly identify features which are indicative of phishing emails, in turn enabling more
accurate classifications of phishing emails. Therefore we hypothesize:

Hypothesis 3: Participants in the higher cue utilization typology, as determined by per-
formance in EXPERTise 2.0, will be associated with an increased identification of sus-
picious features characteristic of a phishing email, compared to participants in the
lower cue utilization typology.

Hypothesis 4: Participants in the higher cue utilization typology, as determined by per-
formance in EXPERTise 2.0, will be associated with an increased detection of phishing
emails (hit rate) and lower incidence of incorrectly identifying a genuine email (false
alarm), compared to participants in the lower cue utilization typology.

2 Method

2.1  Participants

Students enrolled in a first-year psychology program at Macquarie University, Aus-
tralia, were invited to participate in an online study investigating the impact of cue uti-
lization on phishing detection tasks. In total, 127 students participated in the study. Of
these, 65.4% were female with an average age of 22.7 years (SD = 8.3 years), ranging
from 18 to 54 years. The majority (81.9%) were in some form of paid employment,
with 12.5% having managerial responsibilities. Only 14 respondents (11.0%) had re-
ceived formal cyber security training by their organization. Students who completed
the study were provided with course credit. The ethical considerations of this study
were reviewed and approved by the Macquarie University Human Research Ethics
Committee.

2.2  Materials

Expertise 2.0 — Phishing edition
The present study employed the phishing edition of EXPERTise 2.0, which comprises
a battery of four tasks: The Feature Identification Task (FIT); the Feature Recognition



Task (FRT); the Feature Association Task (FAT), and; the Feature Discrimination Task
(FDT).

During the FIT, participants are required to identify, as quickly as possible,
key features of concern in a series of domain related stimuli. In the phishing edition of
EXPERTIse, participants were presented with 10 scenarios, each consisting of a single
phishing email. For each email that was presented, participants were required to click
on the area of the email that aroused the most suspicion, or to click on an icon titled
“Trustworthy Email”. For this task, response latency for each scenario was recorded.
Higher cue utilization is generally associated with a lower mean response latency [25,
47].

In the FRT, participants are presented with domain related stimuli for short
periods, and then required to categorize the stimuli. The phishing edition of EXPER-
Tise consists of 20 email stimuli, 10 which contain a genuine email and 10 which con-
tain a phishing email. Each email is presented for only 1000ms, after which participants
are asked to classify the email as “Trustworthy”, “Untrustworthy”, or “Impossible to
tell”. The FRT assesses the capacity to rapidly extract key information, therefore the
short display time was chosen to reflect the nature of this task. Higher cue utilization is
typically associated with a greater number of correct classifications [48].

For the FAT, participants are presented with two phrases used in a given do-
main and are required to rate the perceived relatedness of each phrase. In the phishing
edition of EXPERTise participants are presented with 14 pairs of phrases which are
related to the computing environment and phishing (e.g., ‘Email’, ‘Malware’). Each
pair of stimuli are presented side by side for 2000ms, after which participants were
asked to rate the perceived relatedness of the words on a scale ranging from 1 (Ex-
tremely unrelated) to 6 (Extremely related). For the FAT, higher cue utilization is typ-
ically associated with a greater mean variance in ratings, being selected within a shorter
period of time [49].

In the FDT, participants are presented with the details of a problem-oriented
scenario and are required to select an appropriate response. Participants are then pro-
vided with a list of features from the scenario and are asked to rate the perceived im-
portance of each feature in determining their chosen response, ranging from 1 (Not
important at all) to 10 (Extremely important). The phishing edition of EXPERTise con-
sists of a spear phishing email, claiming that an unpaid invoice is going to result in legal
and financial costs. The 11 features being rated contain factors related to the work en-
vironment and email (e.g., “your bosses anger”, “the senders email address™). Higher
cue utilization is typically associated with a greater variance in feature ratings [41, 50].

Phishing Feature Task

The phishing feature task was setup on Qualtrics [51], an online survey platform. This
task involved participants viewing a genuine email that had one of four features manip-
ulated by the researchers; the senders email address with an incongruent domain name,
introduction of poor spelling, insertion of a URL with an incongruent domain name, or
changes to the look of the email to make it appear more rudimentary (see Appendix for
an example stimuli). Participants were informed that each image was legitimate but had
one feature changed. Each email image was displayed for a maximum of 20 seconds,



but they could proceed forward at any time. After the image was displayed, respondents
were asked which feature most aroused their suspicion. Nine features of an email were
then listed as options, including a tenth option of “I don’t know”. The time spent eval-
uating each email and the feature selected was collected for each participant.

Phishing Detection Task

The phishing detection task was also setup within Qualtrics [51]. In this task, an image
of an email was displayed for a maximum of 20 seconds, after which participants were
asked to judge whether the email was trustworthy or suspicious. Respondents were able
to move forward to the question of trustworthiness before the 20 seconds had elapsed.
All emails were either genuine or examples of real phishing attempts that had been
collected overtime by the researchers (see Appendix for an example stimuli). In total,
there were ten emails that needed to be assessed by each respondent; five genuine and
five phish. The time each email was attended to and trustworthiness responses were
collected for each participant.

Demographic and Cyber-security expertise

To control for possible confounds, we have included age, gender and self-reported
cyber-security expertise. Previous research has suggested younger adults (18-25 years)
are more susceptible to phishing attacks [52]. This may be associated with less exposure
to phishing emails, lower internet use across one’s lifetime, lack of cyber education, or
the use of specific types of attack strategies within a phishing email [52-54]. Gender
has also been identified as being an important consideration when examining phishing
susceptibility, with females potentially at more risk of responding to phishing emails
[52, 55]. This may be explained by differences in personality, self-efficacy and lack of
technical training [16, 52, 55]. However, it should be noted that the effects for gender
have not been consistently found significant across all research [56]. Cyber-security
proficiency was assessed by a single item, “What is your proficiency in cyber security.”
For this study, the five-point Likert-type response has been converted into a categorical
variable, where the options “Very Good” and “Expert” have been labelled “High pro-
ficiency”, and “None”, “Poor” and “Average” are categorized as “Low proficiency”.
Overall, 27.6% of participants considered cyber security proficiency to be high. Self-
efficacy and cyber security knowledge has been implicated as a protective factor against
phishing attacks [16].

2.3  Procedure

Participants were sent a link to the Qualtrics survey platform where they were first
asked a series of demographic questions along with items pertaining to their cyber se-
curity history and knowledge. Respondents then completed the phishing detection task
and phishing feature task before being automatically forwarded to the EXPERTise 2.0
platform. Within EXPERTise 2.0, participants completed the four tasks associated with
cue-utilization (FIT, FRT, FAT, FDT), with detailed instructions being provided for
each task. The total time to complete the online study was approximately 30 minutes.



3 Results

3.1  Cue utilization typologies

Using a standard approach for classifying participants into cue utilization typologies
[57], scores for each EXPERTISE task were converted to standardized z-scores, and a
cluster analysis was performed to identify two cue utilization typologies. Fifty-five par-
ticipants were classified as having relatively higher cue utilization and 72 participants
were classified as having relatively lower cue utilization. The higher cue utilization
typology consisted of participants with shorter mean response latencies on the FIT,
greater mean accuracy on the FRT, a higher mean ratio of variance to reaction time on
the FAT, and a greater mean variance in ratings on the FDT. There were significant
differences in FIT, FAT, FRT, and FDT mean scores between the higher and lower cue
utilization typologies (see Table 1). Additional clustering solutions were examined
post-hoc but were not found to be suitable due to low participant numbers in additional
clusters (n<5).

Table 1. Raw and standardized EXPERTise task scores by cue utilization typology

Higher cue utilization (n=55) Lower cue utilization (n=72)

Mean SD z-score Mean SD z-score t
FIT 3749 2708 -0.35 9423 5895 0.27 -3.58**
FRT 11.0 2.62 0.44 10.25 2.94 -0.33 4.64%*
FAT 1.60 0.88 0.50 0.87 0.60 -0.39 5.53**
FDT 10.0 3.65 0.77 3.93 2.59 -0.59 10.33**

* Significant at the 0.05 level (two-tailed); **Significant at the 0.01 level (two-tailed)

3.2 Performance on the Phishing Feature Task

Across the 16 emails used in the phishing feature task, participants were on average
able to detect the suspicious feature 6.5 times. A multiple linear regression was con-
ducted to determine the effects of cue utilization typology and average email delibera-
tion time upon phishing feature task performance. Age, gender and subjective cyber
security proficiency were included as control variables. A summary of results is dis-
played in Table 2. Overall, the combined predictors had a significant effect in explain-
ing the variance of feature detection performance (r? = .21, F(5,126) = 6.40, p < .01).
In support of Hypothesis 1, the mean review time for each email was associated with a
significant positive effect, such that on average for every 4.4 seconds of additional
viewing time (1 SD increase in time), an additional 1.12 features were correctly de-
tected. Hypothesis 3 was also supported, where those in the high cue utilization typol-
ogy were significantly more likely to detect an additional 1.42 features than those
grouped in the low cue utilization typology. No significant effects for age, gender or
subjective cyber security proficiency were found.



Table 2. Multiple Linear Regression for the Phsihing Feature Task

DV = Phishing Feature Detection

Performance
Predictor b SE B t
Age -0.04 0.03 -0.11 -1.25
Gender -0.25 0.45 -0.46 -0.56
Cyber proficiency 0.56 0.48 0.10 1.16
Phishing feature review time 0.25 0.52 0.43 4.58**
Cue utilization typology 1.42 0.45 0.27 3.17**

** Significant at the 0.01 level (two-tailed)

3.3 Performance on the Phishing Detection Task

Performance on the phishing detection task indicated that on average, 3.2 emails were
correctly identified as phish (hit rate), ranging from O correct to 5 correct. For emails
that were genuine, on average 1.1 emails were incorrectly identified as being suspicious
(false alarm), ranging from 0 false alarms to 4 false alarms. Calculating for potential
bias [58], no significant differences were found contingent upon cue utilization typol-
ogy.

To examine the effects of cue utilization typology and average email deliber-
ation time upon phishing detection performance, two separate multiple linear regression
models were tested. The first model included phishing detection hit rate as the depend-
ent variable, with average email review time, cue utilization, age, gender and subjective
cyber security proficiency included as predictor variables. Results indicated that the
predictor variables accounted for 10.3% of total variance (F(5,126) = 2.79, p = .02),
with only gender significantly related to phishing detection hit-rate ( = 0.19, p =.03),
where on average, males were more likely to correctly identify phishing emails when
compared to females. The second model utilized the same independent variables, but
included phishing detection false alarms as the variable of interest. Overall, this model
was not significant (F(5,126) = 1.94, p =.09), with no predictors demonstrating a sig-
nificant relationship with the dependent variable. Therefore, both models lack evidence
to support Hypotheses 2 and 4.

4 Discussion

This study examined the influence of processing time and cue utilization upon the iden-
tification of suspicious phishing features and phishing detection. Overall, the results
suggest that both the time processing emails and a high cue utilization typology have a
positive impact upon being able to perceive features that may indicate that an email is
suspicious. However, these factors did not translate into an enhanced proficiency to
discriminate phishing emails nor a lower incidence of incorrectly identifying a phishing
email.



According to dual-process cognitive theories such as HSM [21] and ELM [22],
increased systematic processing or elaboration of an incoming communication should
improve the detection of suspicious features that may identify the message as fraudulent
[14]. The current study provides additional support for this contention. Participants who
on average assessed email images for longer periods of time, demonstrated a greater
ability to identify the suspicious feature that had been changed in an otherwise genuine
email. A similar result was found for cue utilization. That is, those in the high cue uti-
lization typology exhibited an improved ability in detecting suspicious features within
an email. This supports the notion that those with higher cue utilization are more able
to generate accurate situational assessments, thereby identifying features that do not fit
with the expected patterns of the situation. Practically, these results suggest that users
do not approach emails with similar cognitive processes or capabilities. According to
Downs et al. [8], phishing succeeds when attackers are able to manipulate recipients
into generating inaccurate mental models. Therefore, it is incumbent upon organiza-
tions to adequately train users on phishing feature identification to minimize differences
in cognitive processing and cue-utilization. Furthermore, email clients should allow in-
dividuals to easily identify features that indicate that an email may be suspicious,
thereby maximize the opportunity to create accurate metal models.

Although longer deliberation time and higher cue utilization was associated
with increased ability to identify suspicious features in an email, this did not translate
into improved phishing detection or lower rates of genuine email misidentification. This
supports the contention made by Vishwanath et al. [4] that phishing is more than just
the ability to detect phishing features. Research has indicated that phishing detection
can be influenced by a large variety of factors, including personality, threat perceptions
and self-efficacy [13-16]. As an alternative explanation, there may be some methodo-
logical considerations that may account for the null results. First, with only five phish-
ing emails and five genuine emails, there may not have been enough variability in the
task. Even if participants had chosen randomly, on average they would have correctly
identified 2.5 emails correctly. Future research should include a larger section of phish-
ing emails, including the possibility of changing the base-rate of phishing to genuine
emails. Second, the task may have been too easy. The phishing examples used in this
study were not overly sophisticated, nor were they personally addressed to the partici-
pant. That is, they may contain multiple features that indicate their fraudulent nature
and therefore be too easy to detect. Furthermore, any persuasion strategies used by the
phishing emails will be mollified by not being of personal import to the participant
(e.g., they were under no threat or open to the utility being offered). Future research
should then try to increase the fidelity of the experiment by simulating the work envi-
ronment or use actual phishing simulations upon employees naive to the study.

Of some interest, phishing detection was significantly related to gender. This
supports previous research that suggests females may be more vulnerable to phishing
than males [52, 55]. However, no such effect was not found with the phishing feature
detection task. Explanations for our results then must be explained by factors not ex-
amined in this study, including self-efficacy, differences in personality or less online
experience or knowledge [13, 52].



4.1 Limitations and Future Research

Apart from the limitations noted in the previous section as they relate to the phishing
detection task, as an introductory study examining the role of cue utilization in phishing
detection, this study has several limitations which also provide future avenues for fur-
ther research. First, cue utilization as measured by EXPERTise 2.0 only gauges indi-
vidual differences in the ability to detect and discriminate domain relevant features.
What aspects of an email communication are actually being examined when discrimi-
nating between genuine from phishing emails was not able to be determined using EX-
PERTise 2.0. Future research should engage eye-tracking technologies to determine
which features are attended to when reviewing an email message. This, in conjunction
with cue utilization performance, should provide a more comprehensive understanding
of what security features of an email are important and which features may need to be
highlighted to ensure a secure email environment.

Second, this study had participants assess images of phishing emails rather
than respond to actual emails. Therefore, the results may not be applicable in actual
work or personal settings. The images used were displayed within an email application
shell, but they were not able to be operated as a real email message would (e.g., hover-
ing over hyperlinks to reveal additional information). Future studies would benefit from
the use of more sophisticated simulations allowing researchers to draw more meaning-
ful real-world inferences.

Third, drawing from a sample of first year psychology students, the sample for
this study was broadly homogenous. In organizations and personal contexts, a wide
range of people of different ages, experiences, knowledge and network privileges have
access to email. Therefore, future research needs to continue to investigate additional
individual and contextual factors to understand why individuals may fall for phishing
scams. This study suggests that cue utilization may be a key feature, although more
research is needed with a broader demographic sample.

4.2  Conclusion

Phishing scams are on the rise globally, costing millions in damages. This study again
reinforced the notion that more deliberative or systematic processing of incoming com-
munications reduce the risk posed by phishing scams. Furthermore, this was the first
study to investigate the potential role of cue utilization in phishing feature and email
detection. It was found that a more deliberative processing of emails and higher cue
utilization resulted in an improved ability to detect suspicious features in an otherwise
genuine email but did not necessarily improve overall phishing detection. Linking these
cognitive processes to phishing detection may provide additional capacities to under-
standing the threat posed by phishing, and thereby improve possible protective inter-
ventions, usability initiatives and training programs.
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Qualtrics Support <support@qualtrics.com>
 Unable to collaborate | TicketID: SE_F3E87F4A7CCC484C

XM

Hello,

Just wanted to check in with you - our team has sent a response to
your email, but we haven't heard back from you yet. We know
things can get busy or you may no longer require our help, so no
worries if that's the case.

If we don't hear back from you within two business days, this ticket
will be closed. However, if you need to reopen this thread, feel free
to click on the link below and we'll jump on it as soon as possible.

http://www.supportqual.com/jdo832 9e29 932932

qualtrics.XIVI

Figure 1: Example stimuli for Phishing Feature Task — URL was changed
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Mary Ames <mames4@webwave.nl.ca>
E-Service system update.

New security update has to be performed on our email server today due to the rate of incoming phishing messages on our server.
Please click on Service update and sign in to the admin update portal for maintenance/update of your mailbox and to also enjoy the new Qutlook features.

Please be informed that, failure to update your mailbox before the end of today might result to service interruption and you will not be able to send or
receive new messages by the of today.

Sincerely.
Admin Service.

Figure 2: Example stimuli for Phishing Detection Task



