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Abstract—With more devices connected to the internet, collecting and sharing data using the Internet of Things (IoT) is an
exciting prospect for many food supply chain stakeholders and
consumers. However, new technologies introduce significant real
and perceived security and privacy concerns that are hindering
broader adoption of these technologies. While many of these
risks can be mitigated through advanced privacy preservation
technologies and security practices, we hypothesized that participants in primary industry supply chains have limited knowledge
of these tools. By investigating perceptions and attitudes towards
data sharing and privacy preserving tools, we hoped to reveal
how communication strategies could be targeted to address this
barrier to usable security in data sharing and digital food supply
chains. To this end, we carried out pilot interviews and conducted
a survey of Australian food supply chain stakeholders to explore:
(1) current data sharing practices and the attitudes of food
supply chains participants towards such practices, and (2) the
perception towards privacy preserving techniques. We found that
the extent of data sharing differs among different food supply
chains. In general, participants in these supply chains were
cautiously positive about the potential for data sharing. They also
report that they were developing more trust in privacy preserving
technologies as a tool for managing data sharing risk. An issue
that emerged was the perception that the effort required to engage
with data sharing platforms outweighs the benefits derived from
them. Furthermore, the benefits of data sharing were not seen
to be evenly distributed across the supply chain. These findings
provide useful direction for progressing the adoption of digital
supply chains.

I.

I NTRODUCTION

The data revolution powered by the Internet of Things
(IoT) is considered as the key to effective decision making,
particularly in supply chains, with the gains from timely and
accurate data providing insights into the current state and
reliable predictions for future directions. Consumers now put
new demands on attributes such as price, quality, integrity
and safety [18] that need sharing data among supply chain
participants. However, the cost of data collection, management
and communication, benefit distribution and loss of competitive advantage due to information asymmetry can create
barriers to data sharing. Besides, the management and handling
of data, particularly data related to private and confidential
aspects of commerce, is not universally regulated within the
supply chain environment. The acceptance of technology to
share information also largely depends on the knowledge
and perceptions of supply chain participants regarding their
data sharing practices and privacy preserving technologies.
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Therefore, a study on these factors is vital to ensure that usable
security is incorporated into digital agriculture systems.
This exploratory study takes a deeper look into current
data sharing practices in the traditionally non-digital food
supply chain in Australia. We investigate the role that privacy/confidentiality and privacy preserving techniques play in
adopting data sharing practices, particularly among farmers
and producers. This study contributes the identification of
existing social and technical barriers as perceived by supply
chain participants in terms of data sharing and privacy, as well
as a better understanding of the pain points relevant to the
supply chain’s online data sharing incentives. We find that the
supply chain of food products tends to take on a very onedirectional downstream approach, with both products and data
mostly only being shared from farmers to the end users and
consumers, and rarely, if at all, shared upstream, from the end
users and consumers to the original suppliers. In addition to the
obvious communication barriers introduced with such a onedirectional information flow, usable security in the context of
online privacy and security is often a much-neglected aspect
in these supply chains. We argue that data sharing within a
supply chain necessitates a dynamic view of privacy, adapting
based on the risk profile of the individual supply chain entity
whilst justifying the need and the benefit to the entity and
general society. We further argue that specific barriers are often
encountered in the data sharing process, effectively limiting the
choices that supply chain participants have in making adequate
data sharing decisions.
The remainder of this paper is structured as follows.
Section II provides relevant background literature. Section III
details the problem statement and the methodology applied in
this research study. Sections IV and V present an overview of
the exploratory results, whilst Section VI presents a detailed
discussion on the outputs. Section VII concludes the study.
II.

BACKGROUND L ITERATURE

This section provides background literature concerning
technology advances, privacy perceptions and attitude towards
technology, specifically in the agri-food sector, and relevant
advances in privacy preservation technologies.
A. Technology Advances
In modern-day business, entities are likely to be involved
in multiple different supply chains and make use of technology
systems, such as Intelligent agent technology, data mining, big
data, cloud computing, IoT devices and RFID technology, to
support the agricultural evolution [14] and achieving efficiency
gains. According to Wiseman [23], Australian farms generate
huge volumes of agricultural data, ranging from types of crops
grown to crop yields, livestock numbers and locations, types

their actual disclosure practices. The risk consequences influence behavioural intentions, but they are not strong enough
to influence the actual disclosure behaviour, and therefore,
attitude towards privacy is more conservative than the actual
behaviour [24]. We find that although farmers are bracing
technology in a bid to advance their farms and productivity,
their perception of privacy is still a holding point in terms of
data sharing within the supply chain.

of fertilisers and pesticides used, soil types, rainfall and others.
This data is typically collected using digital farming equipment
with robotics, artificial intelligence, and IoT devices. These
technology advances provide farmers with opportunities to
manage their farms more efficiently, increase productivity and
profitability, provide better management of risks and uncertainties and reduce the regulatory burden [13].
Integrated supply chain management offers advantages to
individual supply chain participants, in particular by linking
people and technology to better align the capabilities of each
organisation and its trading partners [14]. This notion that
technology can advance coordination amongst supply chain
partners has been identified by various studies [2], [7], [21],
although the cost and complexity of technological solutions
remain some of the main barriers that discourage extended
information sharing within supply chains [14]. Our study
reveals a belief that industries can benefit from the flowon effect from on-farm efficiency, supply chain optimisation,
industry decision making, quality control and assurance.

C. Privacy Preservation
The use of IoT has resulted in significant advancements
in supply chains with the associated privacy concerns. Identity
privacy concerns about people being unnecessarily identified
when using a digital platform. E.g. registration details provided
to the platform can be misused by other users or the platform’s
owner. Location privacy is concerned with the leakage of
spatio-temporal preference information through the use of
location information, including from smartphones [12]. The
precise location of the source of food (e.g. cattle, crops
requiring high water use) can expose farmers to the risk
of being targeted by activists. These privacy issues can be
mitigated using privacy preserving techniques.

B. Privacy Perceptions and Attitude Towards Technology
In other contexts, privacy concerns have been found to
be a significant barrier to data sharing and re-use [6]. For
example, despite the widely agreed benefits of data sharing and
analytic platforms [5], these platforms carry the risk of illegally
accessing, storing, sharing and potentially revealing private or
confidential information about people and organisations. If not
designed carefully, the information that should be protected
may be released to the public, causing harm to farmers,
damaging reputations and leading to legal infringements to
platform providers.

For example, cryptographic techniques are used to prevent
personal information leakage during transportation and in
storage servers [4]; whereas anonymisation of users or using
pseudonyms can help achieve privacy protection [15] and
separate the location from the data [20]. Data aggregation
approaches are used to provide summarised data instead of raw
data, thereby removing identifiable information from the data
[22], and data obfuscation can achieve privacy by transforming
private data, for example, time or location, in such a way that
the adversary cannot infer the data from other data [3]. Since a
single mechanism might not be enough to ensure the protection
of private information of the participants, a combination of
these mechanisms can be useful [4].

Recent research into farmers’ attitudes about sharing their
farm data shows that about 60% of surveyed farmers have
little to no trust in technology providers in maintaining their
privacy and not engaging in unauthorised use of their data
[5], [23]. Eurich et al. [8] find that “the willingness to share
data is lower the more expected negative consequences of
potential risks are realized”. Accordingly, trust and power
are identified as important factors for data sharing, with
companies preferring to share location information only with
known, contracted partners. Their research states that “the
more power an organisation has with respect to its business
partners, the lower the willingness to share will be.” Despite
the relatively high level of distrust, statistics by Successful
Farming 1 indicates that 70% of farmers are continuously using
the internet on a daily basis and that farms are now, more
than ever, embracing technology and closing the historical gap
between rural and urban technology adoption.

III.

P ROBLEM S TATEMENT AND M ETHODOLOGY

In this section, we detail the problem that our exploratory
research focuses on and present a detailed setup of our research
approach.
A. Research Questions
Privacy is a fundamental human right that needs to be
catered for, both in terms of physical privacy and privacy of
personal information; even more so in an online environment.
For our exploratory study, we consider that our target audience,
suppliers in the food supply chain, often do not discriminate
between the terms ‘privacy’ and ‘confidentiality’, and therefore, we consider these terms as interchangeable in this study.

Several researchers have studied this paradoxical behaviour
[1], [16]. Acquisti et al. [1] find that people often have
inaccurate perceptions of their own knowledge about privacy technology and vulnerabilities. Theoretical work around
privacy often depict privacy perception and attitude towards
technology as a trade-off or privacy paradox, where individuals
exchange their private data for a service that is perceived as
valuable. This privacy paradox refers to a disconnect between
an individual’s preferred information sharing intentions and

Confidentiality and privacy are related to information with
a scope beyond personal information. As highlighted by
O’Hara [17], a person may feel comfortable to know that some
information about them is known to friends, others to their
banker and yet others to their doctor. However, the person
may not feel comfortable in either of the three knowing all
information about them. The reason is that the collection of
information about an individual allows extraction of knowledge
about the individual’s habits, beliefs and health and therefore
may create an unfair disadvantage to the individual [19].

1 https://dkyinc.com/2017/12/how-farmers-are-using-digital-content-todaywith-statistics
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Similarly, organisations may be comfortable in sharing some
information with their suppliers, others with their clients and
some more with their governing bodies. However, they may
not be comfortable sharing all the information with everyone.
Therefore, we need to consider both personal and organisational privacy in supply chain application platforms. Within
our specific target audience, there is no clear delineation
between personal and organisational privacy, particularly in
the case of farmers where their personal profiles are largely
linked with their organisational profiles. Accordingly, we do
not differentiate specifically between these privacy domains.
In this research, we postulate that people are constrained by
specific situations when making privacy related decisions, and
that their privacy perception is therefore duly influenced. In
support of this postulation, we focus on two specific research
questions:
•

Research question 1: What are the perceived benefits and risks in sharing data from the supply chain
participant’s viewpoint?

•

Research question 2: How do these perceptions
match the assumptions of research in privacy preserving transformations?

1) Interviews - A: We first conducted four independent
interviews with industry-level stakeholders in Australia. An invitation to participate in these interviews was sent in November
and December 2018 to a number of industry-level stakeholders
across the wider scope of the supply chain. We specifically
approached stakeholders that could provide us with insights
into the broader food supply chain industry. The participants
who accepted our invitations included2 ,

•

A Director of a food sector peak body

•

A Manager of a food producer

•

An Associate Director of a consulting company specialising
in supply chain issues

Do you think there will be any groups or participants in the
food industry who could be disadvantaged with greater data
sharing across food supply chains and if so, how?

•

What regulatory arrangements, policies, information or resources will be needed to appropriately manage the opportunities and risks surrounding data sharing for food
provenance?

•

Do you have any views on whether certain types of data are
more or less appropriate for data sharing for the purpose of
understanding food provenance?

•

What are the current information sharing practices in your
supply chain?

•

What do you think about data analytics platforms? (examples of data analytics were verbally provided during the
interviews)

•

What do you think about privacy preserving technologies?
(brief information about privacy preserving technologies was
verbally provided before asking this question)

•

How do you learn about new technologies and developments?

These interviews were also audio recorded and transcribed,
and verbal consents were obtained before the interviews.
3) Questionnaire: Finally, we conducted an interactive
online questionnaire with farmers and other supply chain
participants. These questions were adapted from the second
interview’s questions to be suitable to a broader audience
through the online platform. The design of the survey instrument included mapping the research questions to Likert
scaled questions to be asked, and including scenario-based
questions aimed at extracting realistic behaviour and validated
perceptions. Questions to capture participant characteristics
(part of the food sector, geography, experience) were also
included. The questions were formulated to gain insight into
the perceived importance and risks of data sharing practices
and the perception of privacy preserving techniques in this
non-traditional usable security user group. The online questionnaire was hosted through SurveyMonkey3 and was completed
digitally by participants.

The interviews were open ended with provoking questions
including:
•

•

2) Interviews - B: Following the first set of interviews, we
initially investigated the option to run the online questionnaire
through an online survey panel that specialises in obtaining
quality targeted participant responses. However, the specificity
of our targeted audience was not viable with the available
audience pool. As such, we relied on practical interactions and
word-of-mouth advertising and recommendations of our survey
and interviews. Consequently, our invitation to participate
through either the online questionnaire or the second set of interviews was shared in July 2019 through several associations
in the food sector and remained open for 9 weeks. Among
the responses, only four farmers and other individual supply
chain participants accepted our invitation for the interview.
The interview questions included:

Our exploratory research focuses on the perception of
trade-off between individuals’ privacy concerns and the value
obtained by the supply chain as a whole. This theoretical postulation is supported by two small-scale observational studies
to refine the perceived social and technical barriers in terms
of data sharing and privacy. We applied a research instrument
with interviews and questionnaires to supplement the traditionally low response rate expected from questionnaires sent to a
non-individualised target group.

A CEO of an ICT peak body

Who do you see as the main beneficiaries of data sharing
initiatives in the food industry and why?

All interviews were audio-recorded and transcribed. Verbal
consents were obtained before the start of the interviews.

B. Research Methodology

•

•

What opportunities and risks arise with the move towards
greater data sharing (for the purposes of understanding food
quality and provenance) across supply chains in Australia’s
food industry?

2 We provide organisational identities at a very high level to protect
participants’ identities.

3 https://www.surveymonkey.com/
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Since the invitation was sent through the industry associations, the exact number of invitations circulated were not
known but estimated to be approximately 4000. In addition,
participants were actively recruited by approaching stallholders
at two Farmer’s Markets (Capital Region Farmers Market
and Southside Farmers Market in Australian Capital Territory)
and two Fresh Food Markets (Belconnen and Fyshwick) in
Canberra, Australia. These locations were chosen for the researchers’ convenience. During active recruitment, participants
were provided with the technical means (an iPad with a
mobile data connection to SurveyMonkey) to complete the
questionnaire whilst tending to their stalls.

2) Non-representative Samples: Given the nature of the
target audience, it was very difficult to attract a good and
representative range of participants. Therefore, our study was
conducted with a small group of targeted stakeholders, and
may not definitively represent the primary industry supply
chain stakeholders. The survey results are applied as supplementary data to support the theoretical foundation of this
research study and to provide a base understanding in terms of
privacy trade off and technology adoption. The insights from
the survey are not taken as indicative or representative.
In the next section, we report a selection of the most
relevant results from our observational studies. We discuss the
major findings of the study related to privacy trade-off. We
further consider findings in terms of data sharing and trustbuilding.

All studies were approved by the CSIRO ethics review
board. Prior to its dissemination, all question sets were pilot
tested with two researchers in the Agriculture and Food
environment to uncover any ambiguities and ensure that the
questionnaire could be completed in a reasonable time.

IV.

This section addresses the main challenge of the research
and presents information to address the first research question,
with specific relevance to privacy trade-off: What are the
perceived benefits and risks in sharing data from the supply
chain participant’s viewpoint? To understand the perception
of supply chain participants, we establish their current view
on information sharing practices and then investigate more indepth to establish the perceived benefits thereof.

C. Sample Statistics
The data collection was subjective in nature, collecting both
facts and opinions of the participants on the subject area in a
closed-ended design. Table I shows the summary of our study
samples, and Table II shows the participants’ characteristics
for the online questionnaire.
TABLE I.
Interviews - A
Interviews - B
Questionnaire

TABLE II.

PARTICIPANT S UMMARY

A. Current Information Sharing Practices

4 Executive level officers
4 Farmers and food supply chain participants
51 participants (out of approx 4000 invitations)
- two incomplete responses removed

In understanding the depth of privacy trade-off within the
supply chain, we formed a baseline of food supply chain participants’ current practices and attitudes towards information
sharing, both upstream (to their suppliers) and downstream (to
their clients). In identifying these data sharing practices, we
specifically excluded data sharing attitude regarding financial
transaction related information, but instead focused on additional information that could be shared, such as requirements
specifications, information about processes or stock levels.
Questions that we asked both interview and questionnaire
participants include:

O NLINE Q UESTIONNAIRE PARTICIPANT C HARACTERISTICS
Ower/Manager
Experience (10-15 years)
Experience (15+ years)

P RIVACY T RADE O FF IN S UPPLY C HAINS

88%
20%
49%

Despite the low response rate, we believe that our participants provided a reasonable representation of the views of the
population within the domain.
D. Study Limitations
The purpose of this research study is to explore people’s
stated attitudes to privacy and the reasoning behind their
decision process. However, the subsequent findings discussed
in the next section are limited to the scope, and participant
representation of this study, and readers are cautioned when
interpreting the generalised findings.
1) Narrow Scope: An important consideration in this research is that individual’s privacy perceptions and their associated privacy concerns are influenced by their own personal and
professional experiences, their understanding of technological
innovations and their position within a given supply chain. All
of these aspects contribute to the creation and identification of
perceived constraints within the choices that the individuals
make in terms of privacy. This very narrow project scope
limited the participant from primary industry supply chain
stakeholders, with specific emphasis on roleplayers in the
farming and processing parts of the agriculture supply chain.

•

Do you currently share any information with your suppliers
(i.e. upstream)?

•

What type(s) of information do you share with your suppliers? (options provided as listed in Fig. 2)

•

Do you currently share any information with your clients
(i.e. downstream)?

•

What type(s) of information do you share with your clients?
(options provided as listed in Fig. 2)

•

Are you required (e.g. through regulation, contract) to share
information?

In terms of downstream information sharing, we found
that 96% of participants indicated that they share production
specifications, followed by 63% that stated that they share
information with suppliers, such as production information
received from the supplier. 61% of participants indicated that
they share processes, and 59% responded that they share
information about their suppliers. 27% of participants revealed
that they share stock levels. The majority of questionnaire
participants share additional information with their clients,
4

despite this not being a strict requirement enforced by law,
industry or the client. This trend is present with both sets of
interviewees. Interview participants concurred that downstream
sharing is more common with consumable products where
consumers would be concerned about ingesting a good quality
product at the end of the supply chain, such as beef or eggs.
It is less prevalent with non-ingested by-products, such as
wool. For example, a farmer working with livestock provided specific information about the animals (age, condition,
vaccines received, etc.) and declared which chemicals were
given to particular animals and at what point in their life.
This information travelled with the animals all the way to
the abattoirs. Similarly, in the case of a farmer working with
produce, a complete record needed to be kept of how and
what sort of crops were raised, how much water was used for
irrigation, how many weeds were present, etc. This information
travelled with the produce along its lifecycle.

◦
◦

•

What type(s) of information would you be comfortable providing to such a platform (options provided
as listed in Fig. 2)
What type of information would you like to get from
such a platform? (options include ‘analytics’, ‘aggregated map views’, ‘demand/market forecasting’
and ‘other’)

If no, Why wouldn’t you consider using such a platform?

Fig. 1 shows questionnaire participants’ attitude towards
such a supply chain analytics platform, with blue responses
reflecting those currently not sharing or intending to share
data and red responses reflecting those currently sharing or
considering sharing data via a supply chain analytics platform.
These responses are mapped to the participant responses on
sharing information with clients in Section IV-A. Among
the participants, a smaller number of participants were either
already using or intended to use a supply chain analytics platform, in comparison with participants that were not currently
using or intending to use such a platform in the near future.
Interestingly, about half of the participants who indicated that
they did not share any information with their clients, also
mentioned that they were using or intent to use in the near
future a supply chain analytics platform suggesting that the
participants had a disconnected perception between the use of
a digital platform and information sharing.

Upstream information sharing occurs at a lesser extent
and is more focused on feedback. 51% of questionnaire participants indicated that they share requirements specifications,
followed by 35% that share information from customers,
such as feedback and information requests received. 25% of
questionnaire participants declared sharing of stock levels and
20% of participants indicated sharing of processes. Feedback
obtained from the interviews shows that upstream information
sharing is often very basic. We found interview and questionnaire participants split equally in terms of sharing/not sharing
information with their suppliers. All participants indicated
that they share information voluntarily; it is not an enforced
requirement but instead done to affect the warranties. Upstream
information sharing was primarily related to negative feedback
such as product-specification mismatch. For example, an animal farmer expects to receive feedback only when the animal
does not meet product specification. Similarly, if a batch of
seed does not germinate or the farmer witnesses an adverse
effect of the veterinary medicines, this would be reported to
the supplier. Interviewee 2-1 stated it simply:
I buy a product, [if] it works, I don’t bother to tell anyone
... I keep using the product ... if it doesn’t work, then I
complain, and often the producer will ... replace or in some
way or another make it good for me.

Fig. 1. Attitude towards supply chain analytics platform mapped to sharing
of information with clients

B. Perceived Benefits and Disadvantages of Information Sharing Practices

Fig. 2 looks particularly at the information types that
questionnaire participants indicated they would be comfortable
to share with such a platform. Participants are most likely
to share information on production specifications and less
likely to share information regarding stock levels due to the
potential commercial sensitivity thereof. All other information
are fairly consistently indicated as possible information to be
shared. Participants indicated that they would be comfortable
to receive analytics, demand/market forecasts and aggregated
map views from such a supply chain analytics platform.
In most cases, participants that indicated a positive attitude
towards a supply chain analytics platform are only slightly
more than those that indicated a negative attitude.

The benefits perceived by stakeholders in the food supply
chain is a personal matter, with individuals’ own experiences,
circumstances and understanding of the technology involved
heavily influencing their evaluation of the perceived benefits.
To understand the perceived benefits of the current information
sharing practices detailed in Section IV-A, we included a
scenario in our questions referring to a platform that can
store and analyse supply chain data to explore participants’
privacy perceptions. This platform would allow analytics such
as forecasting and reporting of a participant’s data combined
with other data. Questions that we asked both interview and
questionnaire participants were:
•

Would you consider (or are you already) using a supply
chain analytics platform?

•

If yes,

The interviews provided many qualitative views on the
benefits of using a supply chain analytics platform. When
asked during the interviews who would benefit the most as
5

Interviewee 1-3 added the following context:
The first people [disadvantaged] would be retailers because
they have greater insight than any other sector so if
for some reason if data sharing was encouraged on a
commercial basis a bit further up the supply chain then
there might be retailers that might get less value out of it.

One participant acknowledged that there was potential for
consumers’ and organisations’ interests to conflict and that it
would be important to consider when there is a real benefit,
who benefits and what the downside of data sharing might be.
Trust from the consumer perspective was highly regarded by
the participants, particularly focusing on the consumer’s trust
that the product is safe. Interviewee 1-2 stated clearly that
ownership and transparency in terms of control is an important
factor. Some of the participants indicated that previous failed
attempts to use such a data sharing platform had a negative
impact on their trust in such technologies.

Fig. 2. Attitude towards supply chain analytics platform mapped to shared
information types

Although many participants do not currently share information with their clients, they see the potential benefit that
sharing specific information would bring. We, therefore, make
the assumption that if all the participants’ concerns regarding
the analytics information sharing platform are sufficiently
addressed, they would be more likely to support this.

a result of data sharing, a more nuanced view emerged.
The view was that the benefits of data sharing would vary
according to the type of data being shared, who had the
knowledge and expertise to analyse and interpret the data,
and what type of food product was involved. E.g. producers
who were offering a premium or highly perishable product
were more likely to benefit from data sharing than producers
of more commoditised products. Interviewee 1-2 considered
provenance as most important:

V.

B UILDING T RUST IN DATA S HARING

This section provides additional information in addressing
the first research question, with specific relevance to adapting privacy perception in data sharing practices. It further
addresses the second research question: How do these perceptions match the assumptions of work in privacy preserving
transformations? To understand how the privacy perception
of supply chain participants maps against privacy preserving
transformations, we consider the trust factor in data sharing.

For a consumer to know that something is safe, is important... So I think data sharing is important... it enables you
to tell your story better because people see data as more
solid evidence rather than just saying.

Interviewee 1-3 shared a specific scenario in instances where
food contamination occurs, where authorities would be able
to respond more quickly by tracing the problem to its source
and determining the most appropriate mitigation strategy. Interviewee 1-4 remarked on the potential reduction in worker exploitation in the horticultural sector by making labour practices
more transparent with a data sharing platform. Particularly, the
value of such a platform was seen in benchmarking against
other organisations in the same industry.

A. Privacy Preserving Technology
In the traditional functioning of a supply chain, participants
receive material from their providers and sell goods to their
customers, thereby creating a supply chain for primary produce
from farmers to processors to distributors to retailers. Each
supply chain entity has personal and/or commercial sensitive
information and the sharing of such data with others could
create a risk of data being misused. For example, a dairy
farmer has sensitive information such as volume sold, prices,
precise locations and exact times when selling and buying
events occur. We introduced the concept of privacy preserving technology across supply chains within our interview
scripts and online questionnaire and tested the participants’
attitudes towards such technology to address some of the
privacy concerns raised in Section IV. In our scenario, privacy
preserving technology can ensure that sensitive information is
not available to others, although high-level information, such
as general forecasts, would be available. Questions that we
asked both interview and questionnaire participants include:

When asked who might be disadvantaged as a result of
greater data sharing in food supply chains, three groups were
identified. First, participants in the supply chain who were
engaged in suboptimal practices would be disadvantaged, since
data sharing should help to expose these practices. Second,
data owners could be disadvantaged if they bear the cost of
providing the data without receiving a benefit from sharing
their data. Third, greater data sharing could potentially reduce
the advantage that retailers have currently since retailers currently have more access to data than other participants in the
Australian food supply chains. Interviewee 1-1 explained:
There is the risk... for the big end of town to have the
resources available to them to take more advantage of the
data ahead of the smaller players... The smaller players
actually have far more agility to be able to respond to
opportunities than what the larger players do by making as
much data open and equally accessible by as many players
as possible, is of benefit to the ecosystem because then it,
kind of, levels the playing field in that regard.
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•

How useful would such a supply chain analytics platform
be in your supply chain? (5-point rating between ‘useless’
and ‘very useful’)

•

How trustworthy would you regard such a technology for
preserving your confidential information? (5-point rating
between ‘untrustworthy’ and ‘very trustworthy’)

•

If the comprehensive software platform for supply chains is
built using privacy preserving technologies, how likely is it
that you will consider using the platform? (5-point rating
between ‘unlikely’ and ‘very likely’)

•

If the comprehensive software platform for supply chains
allows you to control and monitor the use of your data, how
comfortable would you feel using the platform? (5-point
rating between ‘uncomfortable’ and ‘very comfortable’)

that would arise from technology failure and the possibility to
trace back information to a specific entity.
B. Intention to Use / Technology Adoption
Our preliminary investigation shows that participants are
impartial to using a data analytics platform, and the addition of
privacy preserving mechanisms did not lead to more a predominate intention to adopt the technology. Some concerns were
raised in terms of scope and boundaries of such a platform,
with particular concerns that other organisations would know
the level of success or failure. Participants also identified key
risks that would need to be managed, relating to the accuracy
and interpretability of data being shared and the potential for
loss of intellectual property and privacy. Participants were in
agreement that effort needed to be directed towards ensuring
that the system could be trusted, especially where data were
used to address food safety concerns.

We found that 49% of questionnaire participants regarded
privacy preserving technologies as somewhat useful. 29% of
questionnaire participants indicated that they regard privacy
preserving technologies as very useful, despite more than
half of them not showing support for the platform. 33% of
questionnaire participants indicated that such a technology
would be somewhat trustworthy, whilst a further 33% indicated
that such a platform would be completely untrustworthy. There
is a very clear divide in participants that see the value in such
technology, both in terms of usefulness and trustworthiness.

With regard to digital data sharing, we observed some
awareness of problems with cloud-based platforms, with data
breaches regularly in the news, and erosion of trust as some organisations used users’ data for their own benefit. These issues
need to be addressed to regain confidence in organisations and
that they can be trusted to protect the users’ data. Interviewee
1-1 also specifically raised the cyber security concern:

In exploring questionnaire participants’ attitude towards
using the supply chain analytics platform if privacy preserving
technologies were built in, 31% of participants indicated that
they are somewhat likely, and 14% of participants indicating
that they are very likely to use the privacy preserving technology based platform. 29% of participants indicated that they
are very unlikely to use the platform even with the addition
of privacy preserving technologies. If given the opportunity
to control and monitor their own data, we found that 39%
of the participants indicated that they would be somewhat
comfortable with using the platform. An additional 20% of
participants indicated that they are very comfortable to use
the platform. This is in contrast to 18% of participants that
indicated that they are uncomfortable, and 10% of participants
indicating that they are somewhat uncomfortable to use the
platform, even with the additional data control.

For example, if data was put into that shared arrangement
that provided... authentication to the fact that there were
no allergens in the food... but in fact that data had been
messed with to say that there aren’t any allergens when
there actually are, that’s playing with lives.

In terms of prediction and forecasting, it was clear that the
interviewees are more inclined to trust their own instincts and
experiences. Interviewee 2-2 stated:

The Sankey diagram in Fig. 3 shows the proportional flow
in participant responses from one question to the next, with
the five questions displayed on the x-axis and the participant
numbers on the y-axis. The dark vertical bars corresponding
with the questions reflect the participants’ ++ (very positive),
+ (positive), 0 (neutral), - (negative) and - - (very negative)
responses. From this diagram, we found that over 50% of
participants responded that they would not join the initially
proposed data sharing platform (- - in the purple vertical
bar), although many of these participants indicated that privacy
preserving technologies would be considered quite useful (+
and ++ in the blue vertical bar). The trust in privacy preserving
technologies (orange vertical bar) is quite balanced, and so
is the willingness to join the platform, if it would be based
on privacy preserving technologies (pink vertical bar). If they
could monitor and control the use of their data, the majority of
participants would feel comfortable using the platform (+ and
++ in the green vertical bar). Our results show a clear tradeoff between data usage and privacy risk, while transparency
and the ability to control clearly improve comfort in using the
platform.

Oh, I wouldn’t believe their forecasts... I know on my own
when I sell wheat or lambs or anything else, that I pick
my time to sell it. I know [based on] past years what the
highest price will be at the certain time of the year.

Based on both the interviews and the online questionnaire,
we find that supply chain stakeholders have a very clear idea
of what aspects of a data sharing platform would have to
be addressed in order for their trust to be acknowledged.
The benefits identified weigh strongly and serve to sway
stakeholders to a general acceptance, but the unknown details
and repercussions of technology advances and the ultimate
need to maintain secure and competitive remains.
VI.

D ISCUSSION AND R ECOMMENDATION

A supply chain consists of several participants with different interests and perceptions, making data sharing among
participants complicated. Despite significant growth and innovation acceleration, digital agriculture is in an immature
state in many aspects [5] and many participants are not easily
adapting to online security and trust. We presented results
from our exploratory study, through two sets of qualitative
interviews and an online questionnaire. Fig. 4 provides an
overview of our findings.

The participants in the interviews showed a mixed response
in terms of the addition of privacy preserving technologies.
The possibility of technology that might fail was a major
consideration. They were concerned about the legal implication
7

Fig. 3.

Distribution of responses over different survey questions

negative feedback if they are not satisfied with a service or
product. Even when supply chain participants recognise some
benefit, they still remain uninterested due to the perceived
effort required to process the data. When the value and benefits
are significant, some people do not trust others having their
data due to risks of losing organisational confidentiality and
privacy leading to negative consequences. Many individuals
are unwilling to share information that they perceive may
place their organisations at a competitive disadvantage. Such
asymmetry raises questions about an organisation’s openness
and willingness to share information honestly and frequently,
which determines the extent and quality of data shared [9].

A. Research Question 1
We specifically investigated what the perceived benefits and
risks are in data sharing from the viewpoint of the food supply
chain participants. We further identified several social and
technical barriers that could introduce structural constraints in
the choice of decisions that supply chain participants can make,
and counter the adoption of usable security in the food supply
chain.
(1) Inconsistent views exist on perceived benefits and
risks of data sharing technologies. In the first interview
set, we looked at the privacy and confidentiality issues in the
supply chain. Our interviews with high-level authorities and
stakeholders showed that they focus on the big picture, and
perceive more benefits than risks of data sharing in the supply
chain. They identified several benefits as well as barriers and
risks of data sharing. However, in the second interview set, we
found that producers/farmers are often not interested in sharing
data mainly because they do not perceive getting enough value
from this. The most likely risk in adopting a data sharing
analytics platforms would be an unbalanced adoption of such
technology without all participants onboard.

(3) People have an ambiguous distinction between privacy and confidentiality. Agricultural data is often connected
to farmers’ personal information. For example, the location of
the farms or GPS-enabled farming equipment may be digitally
linked to farmers’ names and financial information. Within
industries, anecdotal stories abound about banks and insurance
companies knowing more about the incomes and management
of farms than the individual farmers themselves [23]. Accordingly, we noticed that the terms privacy and confidentiality are
used ambiguously by different participants. In the context of
privacy law, the meaning of privacy is focused on data about
individuals, whereas the term privacy is sometimes used to
mean much more than the personal data, including information
at the organisational level.

(2) There is an asymmetry in the willingness of data
sharing upstream and downstream in a supply chain, similar
to findings in a previous study [10]. People generally do not
provide positive feedback and are more inclined to provide
8

Fig. 4.

Data sharing barriers working against usable security

of privacy systems. Previous work on privacy has identified
that individuals make privacy decisions as part of a privacy
trade-off, exchanging data for services of value. However, it
has also shown that behaviour is often not consistent with
people’s stated privacy values, i.e. the privacy paradox. People
actually acting differently than their stated preferences imply
[24] was also observed in our study. In terms of privacy
preserving technology, it is essential to realise that shared
data may hold very sensitive personal information and that a
privacy preserving supply analytics platform need to be fully
secured. As such, specific care needs to be taken by designers
of data analytics platforms to remediate the gap between stated
privacy values and privacy behaviour, expand the availability
of research, increase transparency and enable reproducibility
[6]. The platform needs to be designed to cover all aspects of
the supply chain, in particular the user (covering all users of
the system, from non-tech savvy individuals to clued up cyber
experts), usage (ranging from basic data sharing to advance
benchmarking and forecasting) and usability aspects (intuitive
and self-adaptive) as discussed in our previous work in a
similar context [11].

B. Research Question 2
We further investigated how the perceived benefits and risk
in data sharing match the assumption of privacy preserving
transformations. Although our results show a slight increase
in people’s inclination to sharing data when privacy preserving
transformations are applied, this result might have two limitations. First, based on Fig. 4, most of the negative results
could be driven by stakeholders’ current share/don’t share
position. For example, those who might have seen the value
in the current practices were more inclined to share data when
privacy preserving technologies were used. Second, those who
did not perceive value in such a system, or who thought that
the new system would create a lot of extra work burden to
them were indifferent to technology.
Therefore, (4) trust and power are important factors
for data sharing. Our participants raised concerns that others
(competitors and non-competitors) could be reaping more
benefits than themselves. Privacy preserving technologies are
perceived as having a positive impact on people who see value
in sharing data and who trust others with their data, but have
concerns about organisational confidentiality and privacy. It
was clear that the way in which the cost of infrastructure for
data sharing and providing data sharing need to be managed
in a way to allow all participants to benefit.

VII.

C ONCLUSION

While data sharing could enhance the efficiencies of food
supply chains, privacy and confidentiality of shared information have been considered as a primary concern, and the
application of privacy preserving technologies is expected to
address those concerns. However, improving trust in such data
sharing applications requires us to understand the participant’s
perception towards such technologies. This exploratory study
was conducted to understand those perceptions. The results
and implications are limited by the scope and sample size of
this study, and further research may help to draw more precise
and accurate conclusions.

(5) Users prefer more visibility and control over the
collection, aggregation and potential distribution of that
data. Data sharing, which would improve the connection
between the food producer and consumer, would make it easier
for Australian producers to identify gaps in the market, market
themselves and establish useful partnerships, reduce fraud and
command a premium for their product (by demonstrating its
provenance). In fact, data sharing is expected to increase producers’ share of the global food market because of Australia’s
reputation for producing high quality and safe food products.
However, in reality, the integration of technology and advanced
systems enable modern farms to create a large amount of
data, but farmers have little control over it. We, therefore,
ascertain that farmers and their direct stakeholders are aware of
the changing data landscape. Still, matters related to privacy,
confidentiality, visibility and control are not perceived equally
amongst them, causing a break in optimal data sharing that
could benefit the entire supply chain.

Because data collection and sharing in the agriculture
domain involve personal information that can directly be linked
to the livelihood of the farmers, privacy perceptions and attitude to technology adoption is not straightforward [6]. Across
two sets of exploratory qualitative interviews and an online
questionnaire, we found a distinct divide in terms of perceived
benefits and risks associated with a data sharing platform, as
well as the perceived protection offered through the addition
of privacy preserving technologies. Although many different
stakeholders across the supply chain have a fair interpretation

(6) The privacy paradox has implications for the design
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of the benefits that such a platform would bring, the individual
farmers recognised significantly more risks, and a disparity
between efforts required from them and the benefits they may
received. There is a clear divide between participants; some
participants see the value in analytic technology platforms in
terms of usefulness and trustworthiness, yet do not consider
them as a data sharing platform, while other participants are
more sceptic in terms of the perceived value of the platform.

[8]

[9]

[10]

Our study has three key implications for data sharing
platform developers and policy makers for food supply chains.
Firstly, current data sharing practices between upstream and
downstream are asymmetrical. Also, the perceptions of the
flow of benefits and efforts required are not uniform. Therefore,
greater adaption of a data sharing platform will need better
clarity on the cost/benefits for each supply chain participant.
Ensuring a flow of value towards upstream participants may
further help reduce the barriers of adaption. Secondly, supply
chain participants, particularly those whose competitive advantage depends on data, need more visibility and control over
the use of their data. Since privacy preserving technologies
can help improve trust, the providers may need to educate
their users about how such technologies are used and how
the sensitivity is reduced from their data. To increase the
trust of users in IoT applications and systems, and thereby
pave the way for broader adaption, security and privacy
protection solutions should also involve and support users in
the protection of their data and privacy, i.e., users should be
supported to understand how their data is collected, processed,
analysed, stored, accessed and kept safe. Thirdly, supply chain
participants can have a disconnect between their beliefs and
actions. Therefore, platform providers need to be careful
when observing and interpreting the needs of their potential
users. Explicitly clarifying their needs and understanding their
best interest may help improve the trustworthiness of such
platforms.

[11]

[12]
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